EBreHnin CnHenbHNKOB

MexaHn3mMbl NpUMeHeHUus rpynnoBbIX
NOJINTUK B peLleHusX Ha 6ase
ancTtpnoytueoB ALT



base [MTnaH goknaga

* CMbIC/ peanmsauun rpynnoBbIX NOANTUK

* [pynnoBble NOSINTUKWU, KaK yrnpaB/ieHne
KOHpurypaunsamm KOMnbTEPOB U
nonb3oBareneu

e 3a/la4yn KOHPUIypmpoBaHuA

* Komnpomucchl peannsauunm (MOAUTUKA U
MeXaHW3Mbl, MOSIUTUKN MeXaHN3MOB)



base
alt

. Ll,enb — nHTerpauua ¢ Microsoft Windows
— YnpaBsieH4YeCcKoe pelleHne, Kak CoCcToaHue

CMbIC/1 FPYNMNOBbIX MOJINTUK

* TepMmnHONOrnA:
— GPO (06beKT NONNUTUK)
- GPT (wabnoH nonnTukn)

* OrpaHI/I‘—IeHI/IFI NMPUMEHNMOCTNU
— GPLink (npunBs3ka), cBoMUCTBa NpPeanovYTEHUN



base [ pynnoBble NOJ/INTUKU, KAK KaK
{ ynpaeneHue koHdurypauamm

alt

 llenn pna KOHOUrypupoBaHUS
- KoMmnbilotep (Machine)
- Monb3oBaTtenb (User)

 Tunbl kKoHOUrypauunm (Client-Side
Extensions)

- oI TNKMK
« Registry.pol, gpttmpl.inf, ..

- [lpegnoyTeHund



base KoHdurypauum KomnboTEpPOB
alt "?%

« HacTponkn 6e3onacHoOCTM

« YcTaHoBka pon. [0

 CkpunTtbl (Startup, Shutdown)
 OrpaHuyeHunsa Tl10

 PeecTp

« MexceTeBOM 3KpaH

 [pynnoBble NOAUTUKKU NPEennoyTeHun..



KoHdourypaumm nonb3oBartenen

base,
(

alt

e YcTAaHOBKa pgon. [10

 CkpunTtbl (Logon, Logoff)

* [lonb30BaTeNnbCKMne KaTanorwu

e [pynnoBble NOUTUKU NPEennoyTeHnn
- 0bwue KaTtanorwu
— [1pUHTEpPLI
- Apnblyukn ..



[ pynnoBblie NOTUTUKU ONA
Linux-peLueHni

base (

alt

* YpoBeHb peKnapaTUBHLIX 0O6bABNEHUN
- ADMX (apgMUHUCTpaTUBHbIE WAOSTOHbI)
- CobcTBEHHbIN popMaT CSE-pacumpeHunn

YpoBeHb UHTepnpeTayuu

- JlokanbHbIM WABSIOH NONUTUKHK

* YpoBeHb peanu3aunnm noJsIMTUK

* YpoBeHb NpuUMeHeHud

- Systemd services, PAM-modules



ADMX ons noNnTuKNn:
Execution of program /bin/su

Jroot@xpi ~]# control su
heelonly
 or— [root@xpi ~]# control su help
Fle Acion View Help public: Any user can execute /bin/su
ke el e NESN 7 None heel: Any user can execute /bin/su, but only "wheel" group
oo T ek swheelonly: Only "wheel" group members can execute /bin/su
restricted: Only root can execute /bin/su

= [ Polices
| Software Settings
| Windows Settings
B [ Administrative Templates: Policy defi

= [ BaseALT ;@Execution of program [bin/su

= || Base System . . ############
| Security policies EI £ EGi ey Sl T Erevious Setfing M
| Control Panel
- Ne.twork " NotConfigured ~ COMment:
3 Sysem # control su
| System {* Enabled
| Windows Components

__ All Settings " Disabled
| Preferences

. Supported on: [} T Sisyphus
= 4*, User Configuration
| Policies

| Preferences

Options: Help:

Execution of program /bin/su allows Policy allows to control access to exe

Only "wheel” group members

Any user
Any user, but only "wheel" group members can switch to sup
b I Only "wheel" group members

1] | i % E |Only root
s fEEe e 8

|1 setting(s)

v B & o




Local Group Policy Object utility

[sin@xpi Kanyra-20191$% wine LGPO.exe
LGPO.exe v2.2 - Local Group Policy Object utility

LGPO.exe has four modes:
Import and apply policy settings;

Export local policy to a GPO backup;
Parse a registry.pol file to "LGPO text" format;
Build a registry.pol file from "LGPO text".

*

*
*
*

o apply policy settings:

LGPO.exe command [...]

where "command" is one or more of the following (each of which can be repeated):

/g path import
/m path\registry.pol import
/u path\registry.pol import
/ua path\registry.pol import
/un path\registry.pol import
/u:zusername path\registry.pol

import

/t path\lgpo.txt
/e <name>|<guid>

settings
settings
settings
settings
settings

from
from
from
from
from

one or more GPO backups under "path"
machine config

registry.pol into
registry.pol into
registry.pol into
registry.pol into

settings from registry.pol into
specified by "username"

/s path\GptTmpl.inf apply security template

/alc] path\Audit.csv  apply advanced auditing settings; /ac to clear policy first

apply registry commands from LGPO text
enable GP extension for local policy processing; specify a

GUID, or one of these names:

* "zone" for IE zone mapping extension
"mitigation" for mitigation options, including font blocking
"audit" for advanced audit policy configuration

user
user
user

er

config
config for Administrators
config for Non-Administrators

config for local user

for Local Administrator Password Solution

"DGVBS" for Device Guard virtualization-based security
"DGCI" for Device Guard code integrity policy
reboot after applying policies
verbose output
quiet output (no headers)

*
E 3
sl APSa
*
*




base ‘pynnoBble NO/INTUKN B LinNUX -

alt ’;)\ BOMPOCHI U OTBETbI

 [IBa OCHOBHbLIX BOMNpOCa:

- «['0le nx XpaHUTb U KakK UX MNONYYUTb Ha
KIIneHte?»

- «KaK NPpUMEeHUTb Te WU WUHblIe NOUTUKU?»
e IBa OCHOBHbLIX OTBeTa:

- «Peanusauua cpepncts ynpasneHua GPT»

- «llabnoHn3auna gucTpmndyTUBOB»
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base., 3agayn KOHUrypupoBaHus
al'l: ANCTPUOYTUBHbIX PeLleHUN
(A

 [labnoHbl HacTpoek
- JlokanbHaa NONMUTUKA
- [lonnTnka B OOMeHe, Mo YMOJIYaHUK

- [oONUTUKKN, uMewline CMbICH

* [IpaKTUKa MpUMeHeHuUsd
- WHcTpyMeHThl ynpasneHnsa (GPO, GPT, GPLink)
- MexaHn3Mbl BblYUCIIEHUSA
- WlabnoHbl ONg NpUMEHeHUS
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[Mlonb3oBaTenbCcKue
rpynnoBblie NONIUTUKK nopg Linux

* MoNuTNKN NnpumMmeHaemMble Npu Bxoae nosib3oBarensd - B
PAM Ha atane aymeHmughukayuu, CMeHbl naposns,
co3gaHus ceccum 1 HasHadyeHun rpynn;

* NMonb3oBaTesibCKMe NONNTUKN, Tpedylowue
agMUHUCTPATUBHbIX NnpuBunerun (NoakItYeHne CeTeBbIX
KaTasioro, HacTpouka nedyatn CUPS v apyrnx cepBucoB);

* Monntukn, Tpedyrowme KOHTEKCT rpacpnueckomn ceccuu,
BbIMOJ/IHAEMbIE C MOJ/Ib30BaTe/IbCKUMU NMPUBUSIETNAMU
(HacTponka dooHa paboyero ctosia, AOMNO/IHUTE bHbIE
APNbIKK Ha pabovyem CTosie U T.M.).

12



base

alt

3akKyeHue

Group Pollcy for ALT Distributions:

Nttps://git

Nttps://git

Nttps://git

nu
nu

Nu

n.com/a
n.com/a

n.com/a

t
t
t

nttp://git.altlinux.org/people/sin/packages/oddjob.qgit

Inuxteam/admx-basealt
Inuxteam/hreg
Inuxteam/gpupdate

And also Samba with existing staff like

samba-tool and samba-gpupdate
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http://git.altlinux.org/people/sin/packages/oddjob.git
https://github.com/altlinuxteam/admx-basealt
https://github.com/altlinuxteam/hreg
https://github.com/altlinuxteam/gpupdate
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