MeToa coBMELLLEHMA PE3Y/IbTAaTOB CTATMHMECKOTo M AMHAMMHECKOTO aH/IM3a V1A LKA
pa3paboTkm 6e3onacHOro NporpaMmmHoro obecneveHus

MunweudknH Makcum Bnagnmmposud

KypmaHranees lamunb anmosuny

MCIN s




CnoXxHOCTU Oans ctaTUu4ecKoro aHanu3sa

OwunobKn nepBoro n BTOporo poaa n3-3a:
* MCMonb30oBaHWe BUPTYyallbHbIX METOAOO0B,;
° MCNOJIb30BaHMeE BbI3OBOB PYHKLUMW MO yKa3aTendam Ha Bbl4MCnaeMbln agapec;

* HegoCcTaToO4YHOM TOYHOCTM MOCTPOEHUSA KapTbl MAMATH;

HeobxoaumocTb py4yHOU pa3MeTKu npeaynpexneHun:
* Pd3MEeTKd KaxkAaoro npeaynpexgeHnd — 310 BpeMeHHble 3aTPaThbil,
°* He NONHOEe NOHMMaHME NPUopuTeTa MCNPaBAEHNA HANAEHHbIX OLUMOOK,;
°* HeT rapaHTUK, YTO YeNOBEK NPaBUIbHO KNacCUudULMpyeT OLINOKHK;

* HeT KOHTEKCTa Ha KOTOPOM NpoABAAeTCcA oKnbKa.



CnoxHocTtu Ana AMHaMmM4yecKoro aHanu3sa

* OrpaHunyeHHasa apPeKTUBHOCTb BblIbOpa BXOAHbIX AaHHbIX ANA MYTaLUUU;
* HecTabu/ibHble pernoHbl Koaa, KOTOPbIe BJIMAIOT HA Ka4YeCTBO NPOBOAUMbIX MyTaLUN;

° OrpaHU4YeHHOEe NOHMMaHUe BANAHNA BANT HA NOKPbLITUE;
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O60beguHeHMe cTaTU4YeCcKoro U AMHamMm4yeckoro aHanuaa
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Moaynb gononHUTeNIbHOro aHanu3a

N

[Iponiecc azzunra 1 [Tponecc pazzuara N
A ) A A \ A
A A ) ) A A
Ommobka 1 J 3aBUCAHHE 1} ITyrs 1 J Ommbka 1 J 3aBUCaHUE lJ [Iyts 1 J
OCHOBHOM IpolIecC AJONOJHUTEIBLHOTO aHaan3a
A 1 A
A A )
OmmoOxa 1 J 3aBHUCaHUE lj ITyts 1 J
. 2\ .
PaGounii mpoiecc (( N PaGounii mpoiiecc
O OII OJIHUTECIBHOI O < \ OOINIOJIHUTECIBHOI'O
ananusa 1 3ananue 1 j > apanusza N
) )
~ 2

\ (
Valgrind Valgrind
Pe3ynbTaT BBIIOJTHEHUS 3aaHn s 1
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UHTerpupoBaHHble cpeacTsa AMHAMUYECKOro aHaau3a:
* Valgrind;

* CpepactBa oueHKU KputnyHoctu (exploitable, casr);

* DrMemory;

* QASan.

Pe3ynbTaTbl paclinpeHHOro aHaaus3a:

* OTyeTbl aBapUUHbIX 3aBepLleHnn ana Svace;

* [loaTBepxaeHune Svace Warnings;

* Lighthouse nokpbiTue;

* Tpaccbl 4na MHCTPymeHTa BinSide.
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Jlokanusauusa HectadbunbHoro noseneHus B MO

\ 0x2547
A Ox255b
XK
) __—

\T (datai 4§ = "1
T

int rand_nunber = distie |
if (rand_number ¥ 2 — @)

0x2800

.
e .
-

L R
) - $

0x2170 Ox2651 0x2656
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Nlokanusauma HectabunbHoro nosegeHus B O
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C OO0Lee nokpbITHe ]
GleCTa6vmbe|e O6J'IaCTD

-~

BinSide

~

[Fuzzer 1] [Fuzzer 2}

3agada. HoBoe nokpbITHe
C Basic Block Trace )

]

3agadya: HectabunbHoOCTb

GGCTaGI/IJ'IbeIe naH Hble]

)
G

NHdpopmauna o
CTaOUNbHOCTU

3apayva: HectabunbHOCTb

HectabunbHaga Basic
Block Trace

C BxogHble gaHHble )

NHdpopmauums o
CTabUNbHOCTU

~

EAT
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[looTBepXxXaeHUue npeaynpexage

[MpegynpexaeHuns
Svace

HUU Svace

[ BinSide

|

GpaCCbl BbIMNOJIHEH I/IFD

C

[1aHHbIe Npoxoaa no Tpacce
npeaynpexaeHun Svace

D

C

OOTBEP)XAEHNE npep,ynpemp,em@

Svace

[

Fuzzer

|

EAT
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[NoaTBepxaeHune npeaynpexaeHnn Svace (pesynbtatbl NGINX)

SvaceWarningsResults

1004-BAD _
COPY_
PASTE-6

1024-

DEREF_OF _

NULL.CO...

1046-

DEREF_OF_

MNULL.5T...

INTEGER...

1133-NO_
CAST.
INTEGER...

1145-NO_
CAST.
INTEGER...

1152-NO_
CAST.
INTEGER....

1004-BAD_
COPY_
PASTE-7

1024-

DEREF_OF _

NULL.CO...

1046~

DEREF_OF _

NULL.5T...

CAST.
INTEGER...

1145-NO_
CAST.
INTEGER...

1152-NO_
CAST.
INTEGER...

1004-BAD_
COPY_
PASTE-8

1025-

DEREF_OF _

NULL.CO...

1073-
INTEGER_

OVERFLO...

1111-NO_
CAST.
INTEGER...

1122-NO_
CAST.
INTEGER...

1134-NO_
CAST.
INTEGER...

1146-NO_
CAST.
INTEGER...

1153-NO_
CAST.
INTEGER...

1005-BAD_
COPY_
PASTE-9

1025-

DEREF_OF _

NULL.CO...

107 3-
INTEGER_

OVERFLO...

-
-
-
e
=
o

CAST.
INTEGER...

—_
—-
Pl
e
=
o

CAST.
INTEGER...

1134-NO_
CAST.
INTEGER...

1146-NO_
CAST.
INTEGER...

1153-NO_
CAST.
INTEGER...

1005-BAD_
COPY_
PASTE-10

1026~

DEREF_OF _

NULL.CO...

1073-
INTEGER_

OVERFLO...

CAST.
INTEGER...

1146-NO_
CAST.
INTEGER...

1153-NO_
CAST.
INTEGER...

1005-BAD_
COPY_
PASTE-11

1026-

DEREF_OF _

NULL.CO...

107 3-
INTEGER_

OVERFLO...

1112-NO_
CAST.
INTEGER...

1122-NO_
CAST.
INTEGER...

1134-NO_
CAST.
INTEGER...

1146-NO_
CAST.
INTEGER...

1153-NO_
CAST.
INTEGER...

1008-BAD _

COPY_
PASTE-16

1027-

DEREF_OF _

NULL.CO...

107 3-
INTEGER_

CAST.
INTEGER...

1146-NO_
CAST.
INTEGER...

1153-NO_
CAST.
INTEGER...

1009-BAD

COPY_
PASTE-17

1027-

DEREF_OF _

NULL.CO...

107 3-
INTEGER_
OVERFL

1112-NO_
CAST.
INTEGER....

1122-NO_
CAST.
INTEGER....

1134-NO_
CAST.
INTEGER...

1146-NO_
CAST.
INTEGER...

1153-NO_
CAST.
INTEGER....

o

1018-
DEREF _
AFTER_F...

1030-

DEREF_OF _

=
-
=
~
..g

1073-
INTEGER_

OVERFLO...

1112-NO_
CAST.
INTEGER...

1123-NO_
CAST.
INTEGER....

1143-NO_
CAST.
INTEGER...

1151-NO_
CAST.
INTEGER...

1153-NO_
CAST.
INTEGER....

1018-
DEREF_
AFTER F...

1030-

DEREF_OF _

=
=
=
r
..g

1073-
INTEGER_

OVERFLO...

1112-NO_
CAST.
INTEGER...

1123-NO_
CAST.
INTEGER...

1143-NO_
CAST.
INTEGER...

1151-NO_
CAST.
INTEGER...

1153-NO_
CAST.
INTEGER...

1018-
DEREF_
AFTER _F...

1030-

DEREF_OF _

=
-
=
r
..g

1073-
INTEGER_

OVERFLO...

1113-NO_
CAST.
INTEGER...

1123-NO_
CAST.
INTEGER...

1143-NO_
CAST.
INTEGER...

1151-NO_
CAST.
INTEGER...

1153-NO_
CAST.
INTEGER...

1018-
DEREF_
AFTER_F...

1030-

DEREF_OF _

CAST.
INTEGER...

1151-NO_
CAST.
INTEGER...

1153-NO_
CAST.
INTEGER...

1018-
DEREF _
AFTER_F...

1031-

DEREF_OF _

=
c
=
r
..Q

1074-
INTEGER_

OVERFLO...

1113-NO_
CAST.
INTEGER...

1123-NO_
CAST.
INTEGER...

1143-NO_
CAST.
INTEGER...

1151-NO_
CAST.
INTEGER...

1154-NO_
CAST.
INTEGER...

1018-
DEREF_
AFTER _F...

1031-
DEREF_OF _

=
-
=
r
..Q

1074-
INTEGER_
OVERFLO...

1113-NO_
CAST.
INTEGER...

1123-NO_
CAST.
INTEGER...

1143-NO_
CAST.
INTEGER...

1151-NO_
CAST.
INTEGER...

1154-NO_
CAST.
INTEGER...
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Svace oT4yeTbl aBapUMHbIX 3aBepLUeHUN

Svace warnings X

5 ) I ;'..'\."" e Py f -7 - | ” =¥ o 4 aVaF=\" \'»“"""u' " ™ s e "1 femasebheari/A 324 3 ) -E,‘--. »re bk ' ON"T o oV eN -."_'.’, _--,—;‘ —'.-.[—::\.'_,w,—. FlaFa b B _"-‘- 21C 5
( e Q v/ localhost.-i.‘\‘."l.'\.-'.'...wr'.." J/svaceligni/ingex.ntmi# -'.'M‘-‘/‘ 5 jmaste /23 1530U000DUSA 10865 (UCDEe Iegosesigyiessssdds/adiasargsagoay

testi v master v Fri Dec 28 16:51:09 MSK 201& Show v
.svres:export import

PATHN SE T O) /home/fedor/fuzzer/svace-test/test1/prog.c
WARNING_BY_FUZZER (crashed-4) Programcan [0

crash here with signal 11 1 #include <stdio.h>
prog.c:10 2
3 vold crashl(void)
WARNING_BY_FUZZER (crashed-2) Program can 4 {
cragn:hercwih sgnal 11 W [(crashed—1) Program can crash here with signal 11][[backtrace] crash1]
aikiic ot A5 | *(int*)e = 1;
WARNING_BY_FUZZER (crashed-0) Programcan [0 6 }
crash here with signal 11 7
prog.c:10 8 vold crash2(void)
9 {
WARNING_BY _FUZZER (crashed-1) Program can /A 10  *(int*)0 = 2;
crash here with signal 11 11 }
prog.c:5 75
s [backtrace] crash1 at prog.c:5 13 void fun(int c)
= fun at prog.c:25 14 {
= main at prog.c:34 15 int s = O:
Add comment 16 int i:
: : 17 for (i =0; i <c %5 + 4; i++) {
History Undecided v 18 S 4= i:
o 19 .}
Unspecified v 20 if (c % 2 == 0)
21 S:4= 13
WARNING_BY_FUZZER (crashed-3) Program can 22 if (c % 3 == 0)
rrach hoaro with cinnal 11 -~ = = 3 ~.
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Svace nokKpbiTue

proj ¥ | master v | Tue Jan 31 12:51:16 MSK 2023 v Show v
.svres:export import
WARNING BY FUZZER (1) i ffuzzing-tool/proj/1.cpp
WARNING_BY_FUZZER (coverage queue) General
report 1
GENERAL_WARNING:0 2 #include <fstream>

’ UD l P l we | e | ue ' History z#lnclude <iostream>

= [backtrace] calc() at 1.cpp:9 calc()]

= main at 1.cpp:17 5 void calc() {

= calc{) at 1.cpp:10 m

= calc{) at 1.cpp:7 e o

= calc{) at 1.cpp:8 6 __ 1ntas= 2;

= main at 1.cpp:12 caic()

= calc() at 1.cpp:5 7 std::string b = "123";

= main at 1.cpp:13 calc()

= calc{) at 1.cpp:6 8 int ¢ = 3;

= _ static_initialization_and_destruction_0(int, int) at r[backtrac e] calc() ]

iostream:74 S

= GLOBAL_ sub |_ Z4calcv at 1.cpp:19 9 BikE-3;

= main at 1.cpp:18 | calc()
Add comment 10 }

11

=

t main(int arqgc, char* argv[]) {

if (argc > 2) {
std: :ofstream stream;
stream.open(argv[l1]);

el el el
(o IO, I SA ¥4

}

=
~J

std::cout << "That s ok" << std::endl;

—
o0

calc();
_GLOBAL__sub_|__Z4calcv|

19 }
20

—
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Valgrind ot4yeTbl Clion

clean_build nginx-1.21.4 src os unix @mngx_alloc.c : = clean build | Debug ~
= Project « O = = G NGINX.c A CMakeLists.txt &= ngx_alloc.c

(PR

v M clean_build

cmake-build-debug A
BN nginx-1.21.4
> B aufo
> I conf

B contrib

M html

B man

m NGinx.c

fm NgX_array.h
am NgX_buf.c
ngx_buf.h
s ngx_conf_Ffile.c
= Ngx_conf_fi
= NgX_config.h
@m NGX_connection.c
ngx_connection.h
"’ﬂgx—(:ort"j _calloc(size_t
ngx_cpuinfo.c
ngx_crc.h

= NgX_Cre32.c

Run Valgrind Memcheck: = Valgrind
PossiblyLost IO Frame Information [ Preview Editor
@ Ngx_alloc.c
128 bytes in 1 blocks are possibly lost in loss record 4 of 23
malloc
ngx_alloc
ngx_crc32_table_init
main

bytes in 1 blocks are possibly lost in loss record 16 of 23
t bytes in 1 blocks are possibly lostin loss record 17 of

4 bytes in 1 blocks are possibly lost in loss record 18 of 2
0

~
1 bytes in 1 blocks are possibly lostin loss record 19 of 2
> J

pc
bytes in 1 blocks are possibly lost in loss record 20 of 23
4,096 bytes in 1 blocks possibly lostin loss record 8 of 23
4,096 bytes in 1 blocks are possibly lost in loss record 9 of Z
4,280 bytes in 1 blocks are possibly lost in loss record 10 of 23
30

bytes in 1 blocks ossibly lost in loss record

280 bytes in 1 blocks possibly lostin loss record
14 bytes in 1 blocks are possibly lost in loss recor
o

d
bytes in 1 blocks sibly lostin loss record

0
)0
b

ly lost in loss record 1 of 2

8 bytes in 1 blocks are possi
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Valgrind oT4yeTbl Svace

: Svacer G Project: E vli2ld-loca.. ¥ Branch: 8‘9 master ¥ =0 Review Q Browse code Reports HT Se .,.O O admin ¥

Snapshot: B Snapshot 2022-11-1018:33:00 +0300 v 2|3 Compare with: ¥

M Checkers =l Files BY Filters © O™ Undecided

& €D snapshot information | (8 Source code show table | ¢ IRZLMRElaN eIl  ngx cycle.c284
v @ Leak PossiblyLost null (14) /.build/target/clean_build/nginx-1.21.4/src/os/unix/ngx_alloc.c s¢Trace W Comments [ Details

;’D ngx_cycle.c : 284
N Message:
Al /17:0 EMPTY BINSIDE COMMENT
A) /72:0
1. Role: defect

;:] : gx. config 1. Binside trace element | Ox47337EF
Al /7 2. Binside trace element | 0x3D752

: ; ] ! 3. Binside trace element | Ox1AFB7
’D a';w"- :[589:1]
A /7 A 4. Binside trace element | 0x42C96

N ‘ x_alloc(s] t size, ngx_log t *log) a] ngx_process_cycle.c:[283:1

o ; *p 5. Binside trace element | Ox1AAC2

A) nginx.c:[380:1
A /7 © Binside trace element | 0x3D752

|

A /7 p = malloc(size);

(p == NULL) {

ngx_log_error (NGX_LOG_EMERG,
}

ngx_log debug2(NGX_LOG_DEBUG_ALLOC,

(NGX_HAVE_POSIX_MEMALIGN)

err = posix_memalign(&p, alignment,

(err) {
ngx_log error(NGX_LOG_EMERG,

alignment, size);
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