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CoctosiHMe KoMnaHUU Ha cepeanHy 2016 ropa vveare((@)doudunux

Ha4yano 2014 roaa:

Opawmn npoaykT: CloudLinux

40 coTpygHUKOB

N3 Hnx 25 B [l1oHeuKoM odomce
4 cepBepa PCS 6 B [loHeuke
Google Apps

ABrycT 2016 roaa:

Tpn npogykTa

Bonee 100 coTpyaHukoB

YnaneHHas pabota: YkpauHa, Poccus,
CLA, KazaxcTtaH

[1Ba kopnopaTuBHbIX obnaka
BMpTyarnbHbiX MawunH OpenNebula

Google Apps
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Getting Started

Set up Google Apps

troduction

Configuring Google Apps to authenticate with SAML2 enterprise authentication using Ipsilon.

This guide describes how to set up Google Apps to authenticate against Ipsilon as a SAML2 SP.

This guide has been tested with: St ey AaetlE Tamwes
o Enterprise Linux 7.2 I e _
o |psilon 1.0.0 (Tech Preview in EL7.2) Re;‘i-erence

Config. Reference

but is known to work with other versions.

Prerequisites:

o FreelPA installed and configured

o |psilon installed and configured on an IPA client host
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Org - opraHn3auus
SP - nocTaBLWwWK ycnyr
IDP - nocTaBLUMK MOEHTUPWKAUWMOHHOW MHhopMaLU UK

Card User
—_—— j A

-~

|IDP-initiated |

y Card

IDP 7
[SP-initiated |

Directory
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&« 3 1 @ @ https://www freeipa.org/page/Main_Page v o @ % In O © & ¥ =

FreelPA

HOME ABOUT DOWNLOADS CONTRIBUTE DOCUMENTATION Q SEARCH

——
Identity Policy Trusts
Manage Linux users and client Define Kerberos authentication Create mutual trust with other
hosts in your realm from one and authorization policies for your Ildentity Management systems like
central location with CLI, Web UI identities. Control services like Microsoft Active Directory.
or RPC access. Enable Single DNS, SUDO, SELinux or autofs.

Sign On authentication for all
your systems, services and
applications.

About FreelPA Roadmap * FreelPA Leaflet - FreelPA public demo » Blogs/RSS5 #

Main features

+ Integrated security information management solution combining Linux (Fedora), 389 Directory
Serverd’, MIT Kerberosd, NTP, DNS &, Dogtag certificate system &, SSSD & and others.

« Built on top of well known Open Source components and standard protocols

« Strong focus on ease of management and automation of installation and configuration tasks.

« Full multi master replication for higher redundancy and scalability

Extensible management interfaces (CLI, Web UI, XMLRPC and JSONRPC API) and Python SDK




OCHOBHOMW UCTOYHUK UHPOPMALM e are (Y Couainux

&« c o (@ @& https:/faccess.redhat.com/documentation/en-us/red_hat_enterprise B | - @ 1 i D @ ® € =

redhat cUSUERER Products & Services Tools Security Community
g = PORTAL

Products & Services ) Product Documentation » Red Hat Enterprise Linux » 7 » Linux Domain Identity, Authentication, and Policy Guide

b 4 English »

LINUX DOMAIN IDENTITY,
oo, | AUTHENTICATION, AND POLICY

Authentication, and Policy

Guide GUIDE

I. Overview of Red Hat
Identity Management

s RED HAT ENTERPRISE
e LINUX
1.. The Goal of Red Hat T

Identity Management

1.1.1. Examples of

Benefits Brought by Using Red Hat Identity Management in Linux

IdM
Environments

1.1.2. Contrasting



Llenn n 3apauu FreelPA Weare@CloudLinux

FreelPA no3BonseTr agMMHUCTpPATOPY:

*  Ynpaenartb aeHTUdmnKaumMoHHoOn nHdopmaumnen B o4HOM MecTe — Ha
cepBepe FreelPA

* Eﬂ,I/IHOO6pa3HO NMPUMEHATDLb NMOJTINTUKN K 6OJ'IbLIJOMy KonnyecTtsy MallMH

* YcTtaHaBnuBaTtb 4SS NONb30BaTENS pasfnMyHble YPOBHM AOCTYNa Nnpu
MOMOLLM NMpaBu AOCTyNa Ha YPpOBHE XOCTOB, AENErnpoBanust, U Apyrux
npasun

* LleHTpann3oBaHHO ynpaensaTb nNpasuiaMmu ackanaunmm nonHoOMo4vnn (sudo)

* Oﬂpeﬂ,eﬂﬂTb, KaK MOHTUPYKOTCA AOMaLUHNE KaTallolrn



EAMHBIM KOpNOpaTUBHbIN BXOA B CUCTEMY vveare@ooudunux

EAWHBIN KOpropaTUBHbIU BX0OA B cUcTeMy, UAU Single Sing-
ON (SSO0)

* YnyJwaet ygobcTBo NCNOSb30BaHUA
* CHWXaeT pUCK HEHaOEeXXHOro XpaHeHns napong

* [loBblwlaeT NMPOAOYKTUBHOCTbL MNMOJ1b30BaTeEsiA



YctaHoBKa cepBepa FreelPA vveare@ooudunux

MoaroToBka y ycTaHOBKe 4J/19 AOMeHa corp.example.com

1. HactpouTtb npamyto n obpaTHyto 30Hy As18 IP-agpeca cepsepa. KomaHga

# dig +short auth.corp.example.org A

[o/mKHa Bo3BpaLllath IP-agpec cepsepa

2. YcTtaHOBUTb bind, paspeLlunTb pekypcrBHbIE 3anpoChl TOMIbKO AN BHYTPEHHUX CETEN

3. HacTtpouTs firewall, ocTaBMB OTKPbITbIMY TOMBKO CNeayoLLMe NOPThbI:

# firewall-cmd --permanent --add-
port={80/tcp,443/tcp,389/tcp,636/tcp,88/tcp,464/tcp,53/tcp,88/udp,464/udp,53/udp, 123/
udp}

[focne 3TOro BHLINONIHUTL Clefywwmne KOMaHAOb:

# yum install freeipa server

# ipa-server-install --domain=corp.example.com --realm=CORP.EXAMPLE.COM --setup-dns
--no-forwarders --mkhomedir --idstart=10000 --dirsrv-cert-file auth.crt --http-cert-
file auth.crt --dirsrv-cert-file intermediate.crt --http-cert-file intermediate.crt
--ca-cert-file ca.crt
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& Administrator ~

% freelPA

Identity

! Users User Groups Hosts Host Groups Netgroups services Automember

Active users
Stage users . Q Z Refresh | | @ Delete || +Add | | = Disable | | v Enable || Actions
Preserved users [0 User login First name Last name Status uiD Email address Telephone Number Job Title

O | admin Administrator v Enabled 890200000

Showing 1 to 1 of 1 entries.




3KpaH AdAMUHUCTPUPOBAHUA MNOAb30BaTe 2 CloudLinux

% freelPA

Identity

Users User Groups Hosts Host Groups Netgroups Services Automember ~

Active users admin

v User: admin

adminis a member of:

Settings User Groups Netgroups Roles HBAC Rules Sudo Rules
2 Refresh Actions ~
Reset Password
Identity Set] cnabe Account Settings
JobTitle Disable User login admin
Delete
First name Unlock Password i
Add OTP Token
Lastname gopyid auto membership Password 2016-11-01 23:17:222
New Certificate expiration
Full name
uiD 890200000
Display name
GID 890200000
Initials
Kerberos principal admin@EXAMPLE. ORG
GECOS Administrator
Kerberos principal ~MM-DD : uTtc
Class expiration
Login shell Jbinvbash
Home directory Jhome/admin

SSH public keys Add




UHTepdeirc KoMmaHAHOM CTPOKMK e are (© Coudinux

[root@auth ~]# kinit admin
Password for admin@CORP.EXAMPLE.COM:

[ircot@auth ~1# klist
Ticket cache: KEYRING:persistent:@:0
Default principal: admin@CORP.EXAMPLE.COM

Valid starting Expires Service principal
P9/29,/2018 09:53:40 09/30/2018 0©9:53:30 krbtgt/CORP.EXAMPLE.COM@CORP.EXAMPLE.CDOM

[root@auth ~]# ipa user-show admin
User login: admin
Last name: Administrator
Home directory: /home/admin
Login shell: /bin/bash
Principal alias: admin@CORP.CLOUDLINUX.COM
UIipD: 10000
GID: 10068
Account disabled: False
Password: True
Member of groups: admins, infrastructure, trust admins
Kerberos keys available: True




YcraHoBKa lIpsilon vveare@ooudunux

install ipa-client

-client-install --domain=corp.example.com --hostname=idp.corp.example.com %
-nisdomain --mkhomedir

fetc/yum.repos.d/ipsilon. repo
[puiterwijk-ipsilon]
name=Copr repo for ipsilon owned by puiterwijk
baseurl=https://copr-be.cloud. fedoraproject.org/results/puiterwijk/ipsilon/epel-7-%$basearch/
skip if unavailable=True
gpgcheck=1
gpgkey=https://copr-be.cloud. fedoraproject.org/results/puiterwijk/ipsilon/pubkey.gpg
enabled=1
enabled metadata=1

# yum install ipsilon ipsilon-authgssapi ipsilon-saml2-base ipsilon-authpam ipsilon-base \
ﬂpSilon-tools-ipa ipsilon-saml2 ipsilon-authform ipsilon-filesystem ipsilon-infosssd

# kinit admin

# ipsilon-server-install --ipa=yes --info-sssd=yes --form=yes

# systemctl restart httpd
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AONOAHUTEAbHbIE HACTPOUKKU Be3onacHOCTU Weare(”@g)ﬂoudtmux

[root@auth ~]# ipa hbacrule-show allow all
Rule name: allow all
Host category: all
Service category: all
Description: Allow all users to access any host from any host
Enabled: TRUE
User Groups: infrastructure
[root@auth ~]# ipa hbacrule-show allow ipsilon
Rule name: allow ipsilon
User category: all
Enabled: TRUE
Hosts: idp.corp.cloudlinux.com
Services: ipsilon




AAMUHUCTPaTUBHAA KOHCOAD Ipsilon Weare@ooudunux

IPSILON

Home Login Stack Identity Providers

Select an item to configure

User o
A
Login ™,
Plugins
Identity
Providers
R S .
Resource

Info
Plugins

> Authorization
\ Plugins

®




HacTponka noctaBLUUKa YCAYT

[lo6aBneHne nocTaBLLnKa
ycnyr G Suite

New Service Provider
Name:

G Suite

Description:

Our corporate Gmail

Visible in IdP Portal:

Portal image:
Browse... | No file selected.

Link to Service Provider:
https:/mwww.google.com/asexample.com

Metadata file:

Browse... | No file selected.

_OR-

Metadata url:

-0OR -
Metadata text:

=EntityDescriptor entitylD="google.com/a/example.com" xmlIns="urn:casis:names:tc:SAML:2.0:metadata">
=SPSSODescriptor protocolSupportEnumeration="urn:casis:names:tc:SAML:2.0:protocol">
<NamelDFermat=urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</NamelDFormat=>
=AssertionConsumerService index="1" Binding="urn:casis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https//www.google.com/a/example.com/acs" />
</SP550Descriptor=>
</EntityDescriptor>

B oo
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Setup SSO with third party identity provider

To setup third party as your identity provider, please provide the information below. @

Sign-in page URL https://idp.corp.example.com/idp/saml|2/SS0/Redirect
URL for signing in to your system and G Suite

Sign-out page URL https:/fidp.corp.example.com/idp/logout
URL for redirecting users to when they sign out

Change password URL https://sso.corp.example.com/

LURL to let users change their password in your system; when defined here, this is shown even when Single Sign-on is not

enabled
Verification certificate A certificate file has been uploaded. Replace certificate
The certificate file must contain the public key for Google to verify sign-in requests. 7]

Use a domain specific issuer @

Network masks

Metwork masks determine which addresses will be affected by single sign-on. If no masks are specified, SSO functionality
will be applied to the entire network. Use a semicolon to separate the masks. Example: (64.233.187.99/8; 72.14.0.0/16).
For ranges, use a dash. Example: (64.233.167-204.99/32). All network masks must end with a CIDR. o
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Pe3yAbTaT: NP NOMbITKE BXOAA Nepeaapecauus Ha Ipsilon e are (Y Covdkinux

w

IPSILON

You are being asked to login by google.com/a/cloudlinux.com

EErErE Insert your Username and Password and then

Password

submit,

Other authentication methods:

-




UHTerpaumvsa npou3BOAbHbIX BebcantoB vveare@ooudunux

[ocTyn Ha no6oK cailT nod ynpaeneHmem Beb-cepsepa Apache MOXHO OrpaHMynTb NPU NOMOLLN
naketa ipsilon-client. 1A yctaHOBKM Naketa Heo6xoanuMo co3fatb doaitl KOHurypaumm penosntopus,
Kak onvcaHo Bbille, N YCTaHOBUTb NakeT KoMaH4om

# yum install ipsilon-client

MpeanonoxXmm, Hy>XHO OrpaHNUYnTb AOCTYN K CTPaHULEe
https://site.corp.example.com/site. [Nns 3TOr0 HY>XHO BbIMO/IHATb KOMaHAY:

# ipsilon-client-install --saml-idp-metadata https://idp.corp.example.com/idp/saml2/metadata \
--auth-location /site --hostname site.corp.example.com

B pesynbraTte BbINO/IHEHUS 3TOM KOMaH/bl B Katasore /etc/httpd/sam12/site.corp.example.com
OyaeT co3aaHo HECKO/bKO dhasios, BKOYaa dpaiin metadata. xml.

Cnepayrowmm atan — HacTpoiika nocTasLmka ycnyr Ha Ipsilon. [1ns 3TOro HyXHO NepenTun Ha
CTpaHuLly AobaB/ieHna HOBOro NnocTaBLLMKa YCNYT, Kak ON1McaHo Bbille, 3amno/IHUTb NPOU3BO/IbHbBIM
o6pa3omM Nons HasBaHUsA 1 onncaHusa pecypca, B Nnone rnepexoda ykasarb CCbIIKY
https://site.corp.example.com/site, a B MoJsie BBOAA MeTaJaHHbIX CKONMPOBATb COAEPXMMOE
Nosly4eHHOro Ha nepsoMm Lware dparina metadata.xml.



Apyrve cnocobbl MHTErpaLUKU NPUNOKEHUI Weare@ooudunux

Mail Services

» Dovecot Integration

Dovecot IMAPS Integration with FreelPA using Single Sign On

Postfix relaying using IPA for Kerberos Authentication &

Zimbra Collaboration Server 7.2 Authentication and GAL lookups against FreelPA
Kerberizing PostgreSQL with FreelPA for Keystone i (see related discussion #)

Web Services

+ Setting up MediaWiki to run against FreelPA

+ Apache and Kerberos for Django Authentication + Authorization &

LDAP authentication for Atlassian JIRA using FreelPA

LDAP authentication for JIRA using FreelPA &

Using IPA server and sssd for web application's authentication and identity needsg®
Setting up Redmine to authenticate users against FreelPA

Setting up Rhodecode to authenticate users against FreelPA

Setting up The Bug Genie to authenticate users against FreelPA

[ ]

[ ]

L ]

L 1

[ ]

[ ]



Ucnonb3oBaHue Kerberos Weare@CloudLinux

Kerberos /kearbaras/ — ceTeBoin NpOTOKON ayTeHTUdIMKALMN, KOTOPbIA Npeanaraet
MeXaHn3M B3auMHOWN ayTeHTUdIMKaLUMN KNTMEHTa U cepBepa nepep ycTaHOB/IEHNEM
CBSA3M MeXAy HUMU, NPUYEM B NPOTOKOSE YUTEH TOT (DakT, YTO HaYaslbHbIi OOMEH
NHJoOpMaUMeEn Mexay KNMEHTOM MU CeEPBEPOM NPOUCXOANT B HE3aLLNLEHHOW cpeae, a
nepegasaeMble NakeTbl MOryT ObITb NepexsaveHbl 1 MOANMUNLMPOBAHbI.

[Tocne ycnewHon NepBnUYHON ayTeEHTUdIMKALUKM LIEHTP pacnpeaenenus knden (Key
Distribution Center, KDC) BblaaeT nepBnyHoOe yaA0CTOBEPEHME MNONbL30BaTeNns aas
Aoctyna k ceteBblM pecypcam — Ticket Granting Ticket (TGT). B ganbHenwem, npu
obpalleHnn K OTAENbHbLIM pecypcam CeTu, Nosib3oBaresib, npeabasnaa TGT, nonyyaer
ot KDC yanoctoBepeHue anda Aoctyna K KOHKPETHOMY CETEBOMY pecypcy — Service
Ticket (TGS)



Ucnonb3oBaHue Kerberos Weare@CloudLinux'

Found key in /home/lkanter/.ssh/known_hosts:881
rekey after 134217728 blocks
: SSH2_MSG_NEWKEYS sent
expecting SSH2_MSG_NEWKEYS
rekey after 134217728 blocks
: SSH2_MSG_NEWKEYS received
: Skipping ssh-dss key /home/lkanter/.ssh/id_dsa - not in PubkeyAcceptedKeyTypes
: SSH2_MSG_EXT_INFO received
kex_input_ext_info: server-sig-algs=<rsa-sha2-256,rsa-sha2-512>
: SSH2_MSG_SERVICE_ACCEPT received
: Authentications that can continue: publickey,gssapi-keyex,gssapi-with-mic,password
Next authentication method: gssapi-keyex
No valid Key exchange context
Next authentication method: gssapi-with-mic
Enabling compression at level 6.
: Authentication succeeded (gssapi-with-mic).




Ucnonb3oBaHue Kerberos Weare@CloudLinux

[user@localhost ~]% klist
Ticket cache: KEYRING:persistent:1000:1000
Default principal: user@CORP.CLOUDLINUX.COM

Valid starting Expires Service principal

©9/28/2018 20:01:34 ©9/29/2018 19:56:18 host/idp.corp.example.com@CORP.EXAMPLE.COM
renew until 10/85/2018 19:56:18

P9/268/2018 20:01:34 @9/2 18 19:56:18 hﬂﬁtfidp.cmrp.examplelcam@
renew until 10/05 8 19:56:18

©9/28/2018 19:56:25 09/29/2018 19:56:18 krbtgt/CORP.EXAMPLE.COM@CORP.EXAMPLE.COM
renew until 10/85/2018 19:56:18




HacTtpouka 6pay3sepos ana Linux, MacOS e are @Y Clovtinux

1. B agpecHoii cTpoke Firefox Beegute about:config gna oTobpaxesna cnucka napameTpos HACTPOMKW.
2. B none “®PuneTp” BBEAMTE NEgotiate 4NA orpaHUYEHWA CNMCKa NapameTpos.



Hactpoiika Firefox ana Windows vveare@cloudunux

HacTtpoiika 6pay3pa Firefox (Windows)

2. B agpecHoii cTpoke Firefox eegute about:config gna oTobpaxenns cnucka napameTpoB HACTPOIKK.
3. B none “®WNeTp” BBEAWTE Negotiate 4NA OrpaHUYEHNA CIMCKA NapamMeTpos.




Mpumep Bxopa u3 Firefox for Windows vveare@ooudunux

&« X @ ® & ht3.(0rp.cIoudlinux.com;"idp;" - @ % Search I ® @ =
IPSILON
Please Log In
MIT Kerberos: Get Ticket X

{9 Please Authenticate

Principal: |usemame@CORP CLOUDLINUX.COM

Password: |

¥ Remember this principal

Show Advanced Cancel | OK |

Waiting for idp.corp.cloudlinux.com...




HacTtpourka cepBepa OpenVPN e are (Y Couainux

&« ¢ @ @& https://blog.kiltum.tech/2016/01/28/ne B | - @ % i O ® ® €

Urpuwia c cepBepomMm - 2 (open-
vpn, ssh u freeipa)

HarkoHeI-To MOJKHO IIPHCTYIHTE K caMOMY IPUATHOMY: RECENT POSTS

BRIOMBaHMIO0 OKOH BO BHEITHUH MHUP. Mk VPN. OTBeTHI Ha

BOIIPOCEI 3a4eM, MoYeMy M Ky[a OCTABIII0 3a paMKaMH. MHe Hago 1 Mapomy — Hae Bee!
Close std{in,out,err} in
bash

» O0HOBIeHHe gitlab —
TedeHHe

» Cpoii gitlab Ha centos 7

* Zpgsign napoik He B
KOHCOITH

BCe TYT. g OpraHH3allHH KaHallad 6?}1? HCIIONB30BATE HIIHPOKO

M3BeCTHBIM openvpn.

CTaBUM y00HOCTH.




3a KAKOYeHue We are@CloudLinux

B HacTosLee Bpems B Hawei komnaHuu ¢ FreelPA NHTerpupoBaHo 60/1bLLIMHCTBO BHYTPEHHUX U
BHELLHMX CEPBMUCOB 1 MOCTaBLUMKOB YCNyr, nnaHupyetcs nepesof ¢ OAuth2 n nokanbHOW aBTOpU3aLn
Ha SAML HeCKOJIbKMX OCTaBLLNXCS.

B pe3ynbrate BHeApeHMs1 KOpNopaTUBHOW CUCTEMbI yNpPaBNeHnUs NAEHTUUKALNOHHOA
MHpopMaLment bl AOCTUIHYThI Cneayowme Lenm:

* YcuneHa uHdopmaunoHHass 6e30nacHOCTb KOMNAHUK: MaeHTUdrKaLoHHasa nHdopmMalms
COTPYAHMKOB HE XPaHWUTCA Ha CTOPOHHUKX caliTax, yCTaHOB/IEHbI XXECTKMEe TPeboBaHMs K C/TOXHOCTM
napossi, COTPYAHVKN MMEOT AOCTYN TOMbKO K TEM pecypcam, KOTOpble UM pa3peLleHbl, Npu
YBOJIbHEHWUW COTPYAHUKA AOCTAaTOUYHO 3a6/10KMPOBATh €ro YYETHYH 3annch B 0AHOM MecCTe.

* Bnarogaps cucteme eMHOro BXofa NnoBbICUIach NPOM3BOANTENILHOCTL TPyAa COTPY/AHMKOB

* 3HauUNTENbHO NOBbILWEHA NPOM3BOANTENBLHOCTL TPYAA COTPYAHMKOB IT-0TAena u otaena Kaapos
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