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CTaTuyecknum aHanm3 Koaa:
OT OMeYyaToK K YA3BUMOCTAM

Cepren XpeHoB
PVS-Studio



«OanHaKoBble OWNOKM HeobA3aTeNbHO
nenatb KaxKabln pa3, A4OCTAaTOYHO cAenaTb
O4HY, a 3aTemM obpaLlaTbCA K HEN NO Mmepe
HeobxoammocTu U3 nboro mecrta
NPOrpammbi».

[MporpammuncTckmne 6amku



[Toyemy nose3eH CTaTUYeCcKUn aHaam3 Koaa

OH NO! THE ROBOTS ARE KILLING USHIL JIBUT WHY?? WE
, =, NEVER PROGRAMIMED
& AR 1HE 70 DO THIS I

static bool isCrazyMurderingRobot = false;

void interact_with_humans (void){

if(isCrazyMurderingRobot = true)
kill(humans);

else

be_nice_to(humans);

0 —— ———



SAST - Static Application Security Testing

e CTaTUYeCKUM aHaNn3, Haue/leHHbIN Ha MOUCK U
npeaoTBpaLleHmne ya3sBUMOCTEWN.

* YA3BUMOCTU - Te XKe camble 0ObIKHOBEHHbIE OLUMOKMN.
 Bcé bonblie BHUMaHUA yaenaetca besonacHoctu 0.
* AKTyanbHOCTb SAST HenpepbIBHO pacTeT.

* PROFIT!



PVS-Studio
Coverity
Klocwork
ReSharper
SonarQube
Visual Studio
Clang

GCC

Etc...

Bbibnpan ntobou




RaK BCe caenaTb He TakK

* [lonpoboBaTb Ha CUHTETUYECKUX
npumepax.

* MonpoboBaTb Ha Ma/IeHbKOM MPOEKTE.

* lenaTtb BbIBOAbI, NPOBEPUB CTaOUNbHYIO
BEPCUIO NPOEKTa.




CTaTUYeCcKnmM aHan3 - NPUMEHAN NPaBuAbHO!

* [loaxoAAawmMmn MHCTPYMEHTaPUN.

189

I

* ToHKaA HacTpoOMKa.
* MNHKpPEMEHTA/IbHbIN PEXUM.

 PEIYJIAPHOCTD.
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TunoBble OWMDOKU

Copy-Paste

JlocTyn No HyneBOMY YKa3aTento
OwKnboUYHbIE NPOBEPKU

Bbixoa 3a rpaHMUy mMaccuBa
Hencnonb3lyembin pe3ynbTaT
IleneHune Ha HOMb
HeKoMneTeHTHOCTb

COTHM UX...




void KeykWordsStyleDialog: :updateDlg() N Ote p a d ++

{

Style & wlStyle =
_pUserLang-»>_ styleArray.getStyler(STYLE WORD1 INDEX);
styleUpdate(wlStyle, pFgColour[8], _pBgColour[&],
IDC_KEYWORD1_FOMT_COMBO, IDC_KEYWORD1_FONTSIZE_COMEO,
IDC KEYWORD1 BOLD CHECK, IDC KEYWORD1 ITALIC CHECK,
IDC_KEYWORD1 UNDERLINE CHECK);

Style & w2Style =
_pUserLang-»_ styleArray.getStyler(STYLE WORD2 INDEX);

styleUpdate(w25tyle, pFgColour[l], _pBgColour[1l], 2
IDC_KEYWORD2_FONT_COMBO, IDC_KEYWORD2_FONTSIZE_COMEO, prOblem "
IDC KEYWORD2 BOLD CHECK, IDC KEYWORD2 ITALIC CHECK,
IDC_KEYWORDZ UNDERLINE CHECK);
style & w3style — styleUpdate(...
_pUserLang-»>_styleArray.getStyler(STYLE_WORD3_INDEX); IDC_KEYWORD1_EOLD_CHECK, IDC_KEYWORD1_ITALIC_CHECK,
stylelUpdate(w3Style, pFgColour[2], _pBgColour[2], -
IDC_KEYWORD3 _FONT_COMBO, IDC_KEYWORDZ _FONTSIZE_COMEO, StylEUpdEtE{: o

IDC KEYWORD3 BOLD CHECK, IDC KEYWORD3 BOLD CHECE,

IDC_KEYWORD3 UNDERLINE CHECK); IDC_KEYWORD2 _BOLD_CHECK, IDC_KEYWORD2_ITALIC_ CHECK,

. -
Style & wdStyle = styleUpdate(...
_puserLang->_styleArray.getStyler(STVLE_WORD4_INDEX); IDC_KEYWORD3_BOLD_CHECK,| IDC_KEYWORD3_BOLD_CHECK,
styleUpdate(wd4Style, pFgColour[3], _pBgColour[3], L - - B - B
IDC_KEYWORD4_FONT_COMBO, IDC_KEYWORD4 FONTSIZE_COMBO, -ee);
IDC_KEYWORD4A BOLD CHECK, IDC_KEYWORDA ITALIC CHECK, styleUpdate(. ..
IDC_KEYWORD4 UNDERLIME CHECK); IDC_KEYWORD4 BOLD CHECK, IDC KEYWORD4 ITALIC CHECK,
)3



static const int kDaysInMonth[13] = {
e, 31, 28, 31, 3@, 31, 3@, 31, 31, 36, 31, 30, 31

i

bool ValidateDateTime(const DateTime& time) {

if (time
time
time.
time.
time
time
return

¥
if (time
return
T else {
return

¥

.year < 1 || time.year > 9999 ||

.month < 1 || time.month > 12 ||

day < 1 || time.day > 31 ||

hour < @ || time.hour > 23 ||

.minute < @ || time.minute > 59 ||
.second < @ || time.second > 59) {
false;

.month == 2 && IslLeapYear(time.year)) {

time.month <= kDaysInMenth[time.month] + 1;

time.month <= kDaysInMonth[time.month];

} else {

}

Chromium

problem?

if (time.month == 2 && IslLeapYear(time.year)) {

returnltime.mcnthl{: kDaysInMonth[time.month] + 1;

returnltime.monthl{: kDaysInMonth[time.month];




button_checked gradient begin = use system colors ? Color.Empty : Color.FromArgb (255, 223, 154); |\/I O n O
button checked gradient end = use system colors ? Color.Empty : Color.Fromérgb (255, 166, 76);

button checked gradient middle = use system colors ? Color.Empty @ Color.Fromférgb (255, 195, 116);
button_checked_highlight = Color.FromArgh (195, 211, 237);

button checked highlight border = Color.FromkKnownColor (KnownColor.Highlight);

button_pressed border = use system coleors ? Color.FromKnownColor (KnownColor.Highlight) : Color.FromArgbh (@, @, 128);
button pressed gradient begin = use system colors ? Coclor.FromArgb (152, 181, 226) : Coclor.FromArgb (254, 128, 62);
button pressed gradient end = use_system colors ? Color.From&rgb (152, 181, 226) : Color.Fromférgb (255, 223, 154);
button_pressed_gradient_middle = use_system_colors ? Color.FromfArgb (152, 181, 226) : Color.FromArgb (255, 177, 189);
button pressed highlight = use system cclors ? Color.FromArgb (158, 179, 2325} : Color.FromfArgb (158, 179, 225);
button_pressed highlight border = Color.FromKnownColor (KnownColor.Highlight);

button selected border = use system colors ? Coclor.FromkKnownColor (KnownColor.Highlight) : Color.Fromérgbh (@, @&, 128);
button selected gradient begin = use system colors ? Color.FromArgb (193, 218, 238) : Color.FroméArgb (255, 255, 222);
button_selected_gradient_end = use_system_coclors ? Color.FromArgb (193, 218, 238) : Color.Frombrgb (255, 283, 136);
button selected gradient middle = use system coclors ? Color.FromArgb (193, 218, 238) : Color.Fromérgb (255, 225, 172);
button_selected highlight = use system colors ? Color.Fromfrgbh (195, 211, 237) : Color.FromArgb (195, 211, 237);
button selected highlight border = use system colors ? Color.FromKnownColor (KnownColor.Highlight) : Color.FromArgb (@, @, 128);

check_background = use_system_coclors ? Color.FromKnownColor (KnownColor.Highlight) @ Color.FromArgb (255, 192, 111);
check pressed background = use system coclors ? Color.FromArgb (152, 181, 228) : Color.Fromérgb (254, 128, 62);
check_selected_background = use_system_colors ? Color.From&rgbh (152, 181, 226) : Color.FromfArgbh (254, 128, 62);

grip dark = use system colors ? Color.Fromérgb (193, 198, 179) : Color.Fromérgh (39, 65, 118);
grip_light = use_system_colors ? SystemColors.Window @ Color.FromArgb (255, 255, 255);

image_margin_gradient_begin = use_system_colors ? Color.FromArgbh (251, 258, 246) : Color.FromArgb (227, 239, 255);

image margin_gradient end = use system colors ? SystemColors.Control : Color.FromArgb (123, 164, 224);

image margin_gradient middle = use_system coclors ? Color.FromArgh (246, 244, 236) : Color.Frombrgh (283, 225, 252);
image_margin_revealed_gradient_begin = use_system_coclors ? Color.FromArgb (247, 246, 239) : Color.Frombrgb (283, 221, 246);
image margin_revealed gradient end = use system colors ? Color.Fromérgb (238, 235, 228) : Color.Fromfrgb (114, 155, 215); problem,,,
image_margin_revealed_gradient_middle = use_system_colors ? Color.Fromfrgbh (242, 248, 228) : Color.FromfArgbh (161, 197, 2493%; =

button_pressed_highlight = use_system_colors ?
Color.FromArgb (150, 179, 225) :
Color.FromArgb (150, 179, 225);



A 4TO C YA3BMMOCTAMMU ?

CWE - Common Weakness .
. Various errors
Enumeration

CVE - Common Vulnerabilities v

and Exposures




CVE-2014-1266

static OSStatus
SSLVerifySignedServerKeyExchange(..... )

{
OSStatus err;

if ((err = SSLHashSHA1l.update(&hashCtx, &serverRandom)) != 0)
goto fail;

if ((err = SSLHashSHA1l.update(&hashCtx, &signedParams)) != 0)
goto fail;
goto fail;

if ((err = SSLHashSHA1l.final(&hashCtx, &hashOut)) != 0)
goto fail;

fail:
SSLFreeBuffer(&signedHashes);
SSLFreeBuffer(&hashCtx);
return err;

}



CVE-2014-1266:

The SSLVerifySignedServerKeyExchange function in
libsecurity_ssl/lib/ssIKeyExchange.c in the Secure Transport feature in the Data
Security component in Apple iOS 6.x ............ does not check the signature in a TLS
Server Key Exchange message, which allows man-in-the-middle attackers to spoof
SSL servers by (1) using an arbitrary private key for the signing step or (2) omitting
the signing step.

PVS-Studio coobuiaeT cpa3y o ABYX aHOMaNMAX:

* V640 The code's operational logic does not correspond with its formatting. The
statement is indented to the right, but it is always executed. It is possible that
curly brackets are missing.

* V779 Unreachable code detected. It is possible that an error is present



OrpaHun4yeHmna SAST

 Cnaboe AMarHoCTMpoOBaHME yTeYEK NaMATU U
napansesbHblX oWnNOOK.
* BbICOKMIN NPOLEHT NOXHbIX CpabaTbiBaHMMN.




Mudbl, cBA3aHHbIe ¢ SAST

[loporo.
He AnA HOBUYKOB.
CnoXHo BHeApATb Ha 60/1bLLOM MPOEKTE.

[MlaHauesn oT Bcex ben.



OaHa 13 anbTepHaTUB

Code Quality Measurement:
WTFs/Minute

wTF

9\

| Code Review I

Good Code

http://commadot.com

/ WTF

WTF is
this shit?

Code Review pude,

/-? wTF
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O

\b.’ wTF

——— e

Bad Code




ANbTepPHATUBLI

AOMWHUCTPATUBHbIE:

e [lenaTtb cpa3y NnpaBuIbHO (He paboTaerT).
e CnepoBaHMe KOpNopaTUBHbIM NPaBUIaM.
* icnonb3oBaHMe «NYyYLWUX MPAKTUKY.

* [lapHafa pa3paboTKa.

* Pa3paboTka yepes TectuposaHme (TDD).

* [MbKaa pa3paboTKa Agile.



ANbTepHaTMBbI

MHCTpyMeHTaibHble CpeacTBa:

* Harpyso4yHble TecCThl.
* Unit-TecTsl.
* JlMHamunyeckme aHaNn3aTopbsbl.



BbiBOAbI

He BCe onevyaTKU CTaHYT YA3BUMOCTAMMU.
MHormne yasBmumocTu ABAAIOTCA onevyaTKamMum.
SAST He naeaneH, Ho 3TO He NOBOA, ero He
MCNO/1b30BaATh.

Ncnonb3ynte MHCTpymeHTbl SAST npaBuAbHO.
CBoeBpeMeHHOCTb: He AoNnyCcTuTe nepexoaa
3aTpaT B pacnaary.

He nwmnte «cepebpaHon nynn».



OTBeTbl Ha BOMPOCHI




KOHTAKTbI

Cepren XpeHos
CH# pa3paboTtumk, PVS-Studio
hrenov@vivat4.com

WWW.Vivab4.com



mailto:hrenov@viva64.com
http://www.viva64.com/

