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120 Years of Moore’s Law

Calculations per second per constant dollar
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First guantum revolution:
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Second Quantum Revolution is Coming

First guantum revolution:
Collective guantum phenomena
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Lasers Transistors

$3 Trillion Industry

Second quantum revolution:
Individual quantum systems

Single atoms, ions, electrons

$10 Trillion Industry?
$100 Trillion Industry?

More?
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CLASSICAL PHYSICS QUANTUM PHYSICS QUANTUM PHYSICS
N Quantum Bits .
Heads OR Tails Heads AND Tails or Qubits 2" States

QUANTUM COMPUTING

% Observation or noise




... But They Offer Remarkable Opportunities (" RQC | &=

/ Artificial Intelligence

( zg \r\\ Robots

New medical and bio-

Wearing devices with SEeNSors S
quantum sensors COMPUTING AND  QuantumRNG
STORAGE
SENSORS Big Data
New materials Health loT _,
through quantum ¢ o
simulators ’f\,f‘,‘,... E“ 71\‘
AL )
’ -..;'sf._..f." "y l\;
Quantum
computers
GPS with
atomic clocks
COMMUNICATIONS
New Quantum
materials cryptography




Simple Quantum Technology: "q' RQC |
Quantum Random Number Generator N

* First-principles calculations (Monte-Carlo). Q4988719350502 1E063007 67073 r'é;@"} :

* Information security and cryptography. J43805846550375840737302702 h{s X &
* E-commerce. 1861403866178500460146634056 " BREN & N
(568310833713336136307168345 "l - &

e | otteries and online casinos. 368880888468666633333136060 = N

Simple Quantum Technology:
Quantum Random Number Generator

Source of photons ' Detector “|”

Detector “0”
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Simple Quantum Technology: "q' RQC ‘ sion
Quantum Random Number Generator N

* First-principles calculations (Monte-Carlo). Q480778750502 16083002683

* Information security and cryptography. 143805846550375840737302702

 E-commerce. 861403866178500460146634056
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Simple Quantum Technology:
Quantum Random Number Generator

Source of photons ' Detector “|”
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From Superposition to Quantum Information
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n=50: supercomputer

N=300: more states than
atoms in the Universe
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Impossible to simulate using supercomputers!
ldea for a next generation of computers!
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Qubits Memory Time for one gate operation

16 kByte microseconds on a watch
16 MByte milliseconds on smartphone

16 GByte seconds on laptop

16 PByte hours on top supercomputer
16 EByte long long time
size of visible universe age of the universe

Source: Presentation by M. Troyer
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Improving the error rate Qubits Added: 0
will result in a more powerful Error Rate Decrease: 10x

Volume of cube proportional
to useful quantum computing Quantum Computer Quantum Volume Increase: 24x

that can be done

Quantum Volume

PocTt uncna KybuT He ynyywaer [lo6asneHo Ky6uT: 100
KBAHTOBbIN KomMmnbioTep, ecnu VYMeHbLUEH KOS(IDCI). OLLIMGOKI 0
BEPOATHOCTU OWIMBOK BbICOKa YBenunyeH KBaHToBbIN 06bem: 00

Source:
IBM Research
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» Governmental programs
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$20+ bin $10 bin €2+1 bln $400 min $100min $75 min  $44 min

» Corporations
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$100 min $50 min $100 min $100 min $150 min

» Venture: $150+ min in the last three years
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Google
20 qubits

Universal
gquantum computer

In 2018

John Martinis

72 qubits *

Close to demonstrating quantum supremacy




Classically verifiable Supremacy regime

Sycamore sampling (N,
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Classical sampling at Fgycamore

2 weeks
Classical verification

4 yr
l 10,000 yr
m = 14 cycles

— Prediction from gate and measurement errors
O Full circuit X Elided circuit + Patch circuit

wrese, sSFese erese, Sese erese, sese i .
seseseseses sese s sesres seses seses n = 53 qubits
esesesesese erese e sese erese. esese L "
seseseseses sFeose s e ses seses seses , — Prediction
esesesesese e se e sese esese. esese |
seseseseses seo e s seses seses seses - §E Elided (x50 error bars)
esesesesese e e e sese e se. esese

seseseseses oo s e ses

Cross-entropy benchmarking fidelity, 7.,

Number of qubits, n Number of cycles, m

“Our Sycamore processor takes about 200 seconds to
sample one instance of a quantum circuit a million times
—our benchmarks currently indicate that the equivalent
task for a state-of-the-art classical supercomputer would
take approximately 10,000 years”.

BOX 2
Random quantum circuits

Unlike boson sampling, some quantum-supremacy proposals remain
within the standard quantum circuit model. In the model of commuting
quantum circuits'® known as IQP (instantaneous quantum polynomial-
time), one considers circuits made up of gates that all commute, and

in particular are all diagonal in the X basis; see Box 2 Figure below.
Although these diagonal gates may act on the same qubit many times,
as they all commute, in principle they could be applied simultaneously.
The computational task is to sample from the distribution on
measurement outcomes for a random circuit of this form, given a fixed
input state. Such circuits are both potentially easier to implement than
general quantum circuits and have appealing theoretical properties that
make them simpler to analyse!!18 However, this very simplicity may
make them easier to simulate classically too. Of course, one need not
be restricted to commuting circuits to demonstrate supremacy. The
quantum-Al group at Google has recently suggested an experiment
based on superconducting qubits and non-commuting gates!?. The
proposal is to sample from the output distributions of random quantum
circuits, of depth around 25, on a system of around 49 qubits arranged
in a 2D square lattice structure (see Fig. 1). It has been suggested!?
that this should be hard to simulate, based on (a) the absence of any
known simulation requiring less than a petabyte of storage, (b) IQP-style
theoretical arguments!® suggesting that larger versions of this system
should be asymptotically hard to simulate, and (c) numerical evidence!?
that such circuits have properties that we would expect in hard-to-
simulate distributions. If this experiment were successful, it would

come very close to being out of reach of current classical simulation

(or validation, for that matter) using current hardware and algorithms.

0)

0)

|0) H Z" H

|0) H l ® Z T H

Box 2 Figure | Example of an IQP circuit. Between two columns of
Hadamard gates (H) is a collection of diagonal gates (T and controlled-v/2).
Although these diagonal gates may act on the same qubit many times
they all commute, so in principle could be applied simultaneously.




Classically verifiable Supremacy regime
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BOX 2
Random quantum circuits

Unlike boson sampling, some quantum-supremacy proposals remain
within the standard quantum circuit model. In the model of commuting
quantum circuits'® known as IQP (instantaneous quantum polynomial-
time), one considers circuits made up of gates that all commute, and
in partlcular are aII diagonal in the X basis; see Box 2 Figure below.
Although these diagonal gates may act on the same qublt many times,

S neously.

IBM:10°000 years can be reduced to several days. Let us wait!

“Our Sycamore processor takes about 200 seconds to
sample one instance of a quantum circuit a million times
—our benchmarks currently indicate that the equivalent

task for a state-of-the-art classical supercomputer would
take approximately 10,000 years”.

come very close 10 being out Of reach of current classical simulation
(or validation, for that matter) using current hardware and algorithms.

Box 2 Figure | Example of an IQP circuit. Between two columns of
Hadamard gates (H) is a collection of diagonal gates (T and controlled-v/2).
Although these diagonal gates may act on the same qubit many times
they all commute, so in principle could be applied simultaneously.
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Quantum Computers for Breaking Cryptosystems

Modern asymmetric cryptography is based on the

complexity of solving a certain class of
mathematical problems, for example, factorization

(factorization into prime factors).

At the moment, an effective algorithm for solving
such a problem is unknown, so an attacker needs
a lot of time to crack a cryptographic key.

In 1995, Peter Shore proposed an algorithm for
factorization and discrete logarithms for
polynomial time for a quantum computer.

The number 15 was decomposed into multipliers
3 and 5 using a quantum computer using a
computer with 7 qubits.



Quantum Computers for Breaking Cryptosystems '\[3 RQC | &=

Estimation based on 10 ns gate time and 2N+3 logical qubits

RSA cracked in |CPU years |Shor
453 bits 1999 10 1 hour
768 bits 2009 2000 5 hours
1024 bits 1000000 10 hours
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1995: Polynomial-Time Algorithms for Prime Factorization and Discrete Logarithms

Universal quantum computer on a Quantum Computer
2N+1 logical qubits

Peter W. Shor (AT&amp;T Research)
(Submitted on 30 Aug 1995 (v1), last revised 25 Jan 1996 (this version, v2))

2012:
Universal quantum computer Surface codes: Towards practical large-scale quantum computation

1’000’000’000 physical qubits Austin G. Fowler, Matteo Mariantoni, John M. Martinis, Andrew N. Cleland
(Submitted on 4 Aug 2012 (v1), last revised 27 Oct 2012 (this version, v2))

1.1 day
2018: Variational Quantum Factoring
No universal quantum Eric R. Anschuetz, Jonathan P. Olson, Alan Aspuru-Guzik, Yudong Cao
(Submitted on 27 Aug 2018)
computer
20109:
Universal quantum computer How to factor 2048 bit RSA integers in 8 hours using 20 million noisy qubits
8’000°000 physical qubits Craig Gidney, Martin Ekera

(Submitted on 23 May 2019)

8 hours



Quantum Computers for Breaking Cryptosystems

Applying Grover's algorithm to AES:
quantum resource estimates

Markus Grassl!, Brandon Langenberg?, Martin Roetteler®
and Rainer Steinwandt?

1 Universitat Erlangen-Niirnberg & Max Planck Institute for the Science of Light
2 Florida Atlantic University

3 Microsoft Research

February 24, 2016
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Impact on symmetric cryptography: Exhaustive search of a k-bit key
in time 2%2 with
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Block 51

Proof of work
PRRROS85 7vvv

Previous block
PBBBBB432qrzal

Transaction
Ik54Ifvx

Transaction
¥9345wild

Transaction
ve42352v32

Quantum cryptography equipment, which uses the principle of entanglement to encode data that only the sender and receiver

Block 52

Proof of work
PRBBBOZzzXVZX5

Previous block
PRRRRBS857vvv

Transaction
dd5g31bm

Transaction
220qsx987

Transaction
¥O1hkkB3S

Block 53

Proof of work
PRBPROSBDb4lb

Previous block
BRBBBOZZXVZX5

Transaction
94ixcvi4

Transaction
abb/bxxq

Transaction
340iu98a

Quantum computers pilt
blockchain security at risk

Bitcoin and other cryptocurrencies will founder unless they integrate quantum
technologies, warn Aleksey K. Fedorov, Evgeniy O. Kiktenko and Alexander I. Lvovsky.

Quantum Security of Blockchains

Block 54

Proof of work
PPBRBRB}jIS3x04S

Previous block
PBRRBRSBDb41bx

Transaction
555I1bj4)12

Transaction
bn24xa201

Transaction
Alice->Bob

Digital signatures — Quantum-unsafe

Vi| i Encrypt hash using
p— igner’s signer’s private ke
—— | Public == - y
h— Ke
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Hash functions — Believed to be quantum-safe...?
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Plain Hash
Text e—m——> # Function e——>

Digitally
Signed
Document
#blcld&”
(#afsisk| Hashed
gaxdf ) Text
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y = Migration Time x = Security Shelf Life

secret keys
compromised

x+y>

Post-quantum cryptography is cryptography under the assumption that
the attacker has a large quantum computer
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Signals for Strategists

Long-range Post-Quantum Security Plan

From fantasy to reality

Quantum computing is coming to the marketplace

By David Schatsky and Ramya Kunnath Puliyakodil

Introduction: A new way
to solve computationally
intensive problems

RANTED, quantum computing is hard to explain.
But that hasn’t stopped the fantastical tech-

nology from attracting billions of dollars of R&D
investment, catching the eye of venture capital firms,
and spurring research programs at big tech companies
and enterprises. Some companies are getting a head
start on applying quantum technology to computation-
ally intensive problems in finance, risk management,
cybersecurity, materials science, energy, and logistics.

Signals

« Inthe last three years, venture capital investors have
placed $147 million with quantum computing start-
ups; governments globally have provided $2.2 billion
in support to researchers'

Some of the world’s leading tech companies have

active quantum computing programs

- Financial services, aerospace and defense, and public
sector organizations are researching quantum com-

puting applications

Quantum computer maker D-Wave Systems
announced the general availability of its next-

... Firms need to pay attention
to these developments and
have roadmaps in place to
follow through on those
recommendations.

A risk is that adversaries could

capture and store encrypted
data today for decryption in
the future, when quantum
computers become available.

" RQC|
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Kotelnikov-Shannon Theory on Absolute Security {J RAC | &

Transferring secure message using unsecured
channel: encryption

* the key is secret, it is known to only the legitimate users;
* the key length is no shorter than the message length;

* the key is random;

* the key is employed only once.

ldea: make (message) XOR(key) operation with one-time key. Never re-use!




Kotelnikov-Shannon Theory on Absolute Security {J RAC | &

Transferring secure message using unsecured
channel: encryption

* the key is secret, it is known to only the legitimate users;
* the key length is no shorter than the message length;

* the key is random;

* the key is employed only once.

How distribute this key? No RSA/DH because of quantum attackers...




Industry Experience in Quantum Computing

Quantum-safe (quantum-secured,
quantum-resistant) cryptography

Methods that are protected from attacks with
quantum computers

Post-quantum Cryptography

New generation of cryptographic
algorithms, that are based on
mathematical tasks with equivalent (or
comparable) complexity both for classical
and quantum computers

N

Quantum Cryptography
(Quantum communications,
quantum key distribution and
etc)

Using of quantum states for distribution
of keys for encryption.

{ rRaC|
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* Split photons
* Copy quantum states

* Measure without disturbing
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Quantum satellite: cryptography more than 1200 km, teleportation more
than 500 km
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Quantum Key Distribution
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Post-Quantum Algorithms 1\ THE

PSPACE problems

Cryptography of today. To break it a classical
computer need exponential time (very slow),
guantum needs polynomial time (very fast).

NP problems

NP complete

Post-quantum cryptography. Tasks with

iequivalent (or comparable) complexity both
for classical and quantum computers.




Post-Quantum Algorithms

RSA

encryption

A message is encrypled using the infended
racipient’s public key, which tha reciplent
then decrypis with a private key. The diffi
culty of compufing the private key from e
;‘-tt:ﬁi'i: ke is connected to the hardness of

orimne tacionzabon

lattice-based
cryptography

Security s related o the difficuty of finding
the nearegt point In a lattica with hundreds
of spaticl dimensions [where the laffice
pont is associated with the private keyl,
given an -.7rf.)'1mr'-,' location in space
lassocialed with the public key).

QUANTUM-
BREAKABLE

2y,

Diffie-Hellman

key exchange

-

key aver on Insacure channel that they can

then use for encrypted communication. The

secunty of he secret key relies on ihe hard
ness of the discrele logarithm problem

QUANTUM:-
SECURE

MERE Code-based
(WY cryptography

The private kay Is associated with on
erfcrconeding code and the putiic key
with a scrambled and erroneous version of
the code. Security is based on the hord

ness of ds.-r.o::irx; o genenal linear code

WO partias (ol x‘iy astablish o shared sacrel

Elliptic curve
cryptography

Mathematical properties of elliptic curves
are used 1o genergie p';bi-: ang private
keys. The ditficulty of recovering the private
key from the public key is related to the
hordness of the ellipic-curve discrete
oaarithm preblem

Multivariate
cryptography

[hese schemes rely on the hordness of
soiving systems of muliivariote polynomia

equahions,
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Make quantum-security update with us: our core solution

PQRL Library: This is a set of tools that allows upgrading your products and infrastructure to quantum
security quickly, simply, and conveniently.

ke @

2) (@) (e

Easy-to-use Documentation Examples Benchmarks Version control
and support and optimization

9:41

£ Settings General

About N
Software Update 0 . ’

AirDrop




Think Big — Scale Fast

" NIENED
R Quantum
\ Center

Thank you for your attention!

Aleksey Fedorov
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Make quantum-security update with us: our core solution

Cross-platform OpenSSL Integration Cryptography schemes

Linux TLS 1.3 L attice-based Regular Updates

on x86-64, ARM v7 Adding new post-quantum
NewHope Code-based algorithms, following OpenSSL

Windows For Key Distribution: ggfnasgtfgifilt? :;i;kg\)'( ?r:g

2012+ on x86-64 Hash-based ' |

, SPH'NC,S"' , o Well-documented code

Android, For Digital signature: Multivariate-based with examples.

ARM v7
e s "0 | Supersingular mplementation on C without
the NIST contest. dependencies.

|lsogeny-based



Make quantum-security update with us: our core solution

PQLR SDK End Products

Industry Private Data Industrial 10T Financial Data Medical / DNA Connected
Vehicles
Target Client Acronis BOSCH % SBERBANK § Genotek @m‘u
Use-Case Post-quantum data ntegration of Quantum- Quantum Secure V2X Quantum-
integrity control in ightweight protected virtual |dentity Systems Secured Data
backup and data host-quantum communication through browsers'’ Transfer.
recovery solutions. cryptography into channels. extention.
the Industrial loT Firmware Integrity
hardware gateways. Quantum-secure Control (Securing

corporate Post Quantum
communications. Work In Progress Signatures and
2020, Q1 Authentication).




