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@ [laHHble nocTynatoT us
HEAO0BEPEHHOIO UCTOYHUKA

Source

@ [lanHblie obpabaTbiBatoTCs 1
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BHyTpunpoueaypHbIi 1 MeXnpoLeaypHbIi aHann3

AN AN
File 1: File 2:
1 class A { 1 class D {
2 [Tainted] 2 void Process(A a) {
3 int Source; 3 int d = Read(a);
4 3} 4 int f = B.Filter(d);
5 5 Consume(d) ;
6 class B { 6 AnotherConsume(f);
7 [Filter] 7 }
8 static int Filter(int d); 8
9 } 9 int Read(A a) {
10 10 return a.Source;
11 class C { 11 }
12 [Sink] 12
13 void Sink(int d); 13 void Consume(int d) {
14 } 14 C ¢ = new C();
15 c.Sink(d);
16 }
17
18 void AnotherConsume(int d) { ... }
19 }
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BHyTpunpoueaypHbIi 1 MeXnpoLeaypHbIi aHann3

O~NOU A~ WN =

©o

10
11
12
13
14

AN

File 1:

class A {
[Tainted]
int Source;

}

class B {

[Filter]

static int Filter(int d);
}

class C {

[Sink]

void Sink(int d);
}

Wnest Hoxkun (JetBrains Research)

AN
File 2:
1 class D {
2 void Process(A a) {
3 int d = Read(a);
4 int f = B.Filter(d);
5 Consume(d) ;
6 AnotherConsume(f);
7 }
8
9 int Read(A a) {
10 return a.Source;
11 }
12
13 void Consume(int d) {
14 Cc=new C();
15 c.Sink(d);
16 }
17
18 void AnotherConsume(int d) .}
19 }
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CNnoXXHOCTb MEXMNPOLEAYPHOrO aHan3a

o Peanvzauns aHanusaTopa HeTpuBUabHA, MO3TOMY
HanncaHne HOBOroO peLleHnst ans Kaxxaol 3agaqn
HepaLOHaNbHO

o Heobxoaumo nepen HadasioM aHanmsa cobpaTb AaHHbIE
0bo Bceli nporpaMmme

o ObpaboTka Takoro KONYECTBA AAHHBIX MOXET ObITb
nonrom
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3agaya

PazpaboTaTe WHCTPYMEHT, KOTOPbII:

@ PewaeT npobiemMbl, CBSA3aHHBIE CO CIOKHOCTHLIO MEXMPOLELYPHOrO
aHannsa

o [MpegocTasnsietT nHdopmaLnto 0 HaliAeHHbIX OWNDKax, MO3BOSIOLLYIO
KaK MOXXHO TOYHee YCTaHOBUTb MPUYUHBI

@ MoxeT bbITb UCNONBL30BaH COBMECTHO C /toboii cpepoii pa3paboTku
WA NHCTPYMEHTOM CTaTUYECKOro aHaan3a
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KC-goctuxumocts (CFL-reachability)

KC-00CTUXMNMOCTb KC-00CTMXXUMOCTb
B obwem cny4vae B HalleM cny4ae

<any>, * | *
call f-> g, *| f*

S ->ab returng ->f, f| e
f 9

a a cauf-—:g
return g -> f
b \ a
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AHanorn

@ Cauliflower: a Solver Generator for Context-Free Language
Reachability

Nicholas Hollingum and Bernhard Scholz. 2017
@ Graspan: A Single-machine Disk-based Graph System for
Interprocedural Static Analyses of Large-scale Systems Code

Kai Wang, Aftab Hussain, Zhigiang Zuo, Guoqing Xu, and Ardalan
Amiri Sani. 2017
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PaspaboTaHHoe peliermne

————— Storage
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+Save()
+Restore()
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Second
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Flow sensitivity

17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
a1
42
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class Program

{

[Tainted] private int A;
[Filter] private int Filter(int a) { return a; }
[Sink] private void Sink(int a) {}

private int PostSource() {

var b = A;
return b;
}
private int Brackets(int a) {
var b = a;
return b;
}
private static void Main(string[] args) {
var a new Program();
var ¢ = a.PostSource();
var d = a.Filter(c);
var e = a.Brackets(c);
var f = a.Brackets(d);
a.Sink(e); _—
a.Sink(f);
}

Tainted sink

source - Program.cs:24

assign - Program.cs:23

return <-

assign - Program.cs:33

pass -> Program.cs:37 (System.Int32)Brackets(System.Int32)
assign - Program.cs:29

assign - Program.cs:30

return <-

assign - Program.cs:37

sink -> Program.cs:39 (System.Void)Sink(System.Int32)
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class Program

source - Program.cs:24
assign - Program.cs:23

assign - Program.cs:33
pass -> Program.cs:37 (System.Int32)Brackets(System.Int32)
assign - Program.cs:29
assign - Program.cs:30

assign - Program.cs:37
sink -> Program.cs:39 (System.Void)Sink(System.Int32)

{
[Tainted] private int A;
[Filter] private int Filter(int a) { return a; }
[Sink] private void Sink(int a) {}
private int PostSource() {
var b = A;
return b;
}
private int Brackets(int a) {
var b = a;
return b;
¥ Tainted sink
private static void Main(string[] args) {
var a = new Program(); refurn <-
var ¢ = a.PostSource();
var d = a.Filter(c);
.Brackets(c);
.Brackets(d);
a.sink(e); — — return <-
a.Sink(f);
}
}
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Tainted sink
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Flow sensitivity

17 class Program

18 {

19 [Tainted] private int A;

20 [Filter] private int Filter(int a) { return a; }

21 [Sink] private void Sink(int a) {}

22

23 private int PostSource() {

24 var b = A;

25 return b;

26 ¥

27

28 private int Brackets(int a) {

29 var b = a;

30 return b;

31 ¥ Tainted sink

32 source - Program.cs:24
33 b private static void Main(string[] args) assign - Program.cs:25
34 var a = new Program(); refurn <-

35 var ¢ = a.PostSource(); assign - Program.cs:35
36 var d = a.Filter(c); pass -> Program.cs:37 (System.Int32)Brackets(System.Int32)
37 var e = a.Brackets(c); assign - Program.cs:29
38 var f = a.Brackets(d); assign - Program.cs:30
39 a.Sink(e); _— return <-

40 a.Sink(f); assign - Program.cs:37
41 } sink -> Program.cs:39 (System.Void)Sink(System.Int32)
42 }
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Context sensitivity

17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

class Container {
private int B;
public void Store(int a) { B = a; }

class Program {
[Tainted] private int A;
[Filter] private int Filter(int a) { return a; }
[Sink] private void Sink(Container c) {}

private
var
var
var
var
var

static void Main(string[] args) {

a

b =
c =
d =

e =

new Program();
a.A;
a.Filter(b);

new Container();
new Container();

d.store(b); Tainted sink
e.Store(c);| source - Program.cs:23
a.Sink (d) ; | pass-» Program.cs:33 (System.Void)Store(System.Int32)

a.Sink(e);

Wnest Hoxkun (JetBrains Research)

assign - Program.cs:19
return <-
sink -> Program.cs:35 (System.Void)Sink(TaintTrackingTests.Container)
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assign - Program.cs:19
return <-
sink -> Program.cs:35 (System.Void)Sink(TaintTrackingTests.Container)
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Context sensitivity
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class Container {
private int B;

public void Store(int a) { B = a; }

class Program {

[Tainted] private int A;
[Filter] private int Filter(int a) { return a; }
[Sink] private void Sink(Container c) {}

private static void Main(string[] args) {

var = new
var
var = new
var e = new

a
var b = a.A;
C
d

Program();

= a.Filter(b);

Container();
Container();

d.Store(b);
e.Store(c);

a.Sink(d);
a.Sink(e);

Tainted sink

source - Program.cs:29

pass -> Program.cs:33 (System.Void)Store(System.Int32)

assign - Program.cs:19

return <-

sink -> Program.cs:35 (System.Void)Sink(TaintTrackingTests.Container)
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Context sensitivity

17
18
19
20
21
22
23
24
25
26
27
28
29
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38

class Container {

private

int B;

public void Store(int a) { B = a; }

class Program {
[Tainted] private int A;
[Filter] private int Filter(int a) { return a; }
[Sink] private void Sink(Container c) {}

private
var
var
var
var
var

static void Main(string[] args) {
a = new Program();

b = a.A;

c = a.Filter(b);

d = new Container();
e = new Container();

d.Store(b) ;| Tainted sink

a.Sink(d);
a.Sink(e);

source - Program.cs:29

pass -> Program.cs:33 (System.Void)Store(System.Int32)

assign - Program.cs:19

return <-

sink -> Program.cs:35 (System.Void)Sink(TaintTrackingTests.Container)
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[Nonnepxka aeneraToB

35§ E private int Bracketsi(int a) {

36 return a;

37 1

38

39 B private int Brackets2(int a) {

48 return Filter(a);

41 }

42

43 4 private int Call(Brackets brackets, int v) {

44 return brackets(v);

5 }

45

47 B static void Main(string[] Yy {

48 Program a = new Program();

49

ce var b = a.A;

51 var ¢ = a.Filter(b);

52 @, void Program.Sink(int 3)
3 var d = a.Call{a.Bracketsl, b);

54 var e = a.Call(a.Brackets2, b); Tainted sink

55 source - Program.cs:50

- var f = a.Call(a.Bracketsl, c); pass -> Program.cs:54 (System.Int32)Call(TaintTrackingTests.Brackets, System.Int32)
> ' ’ ? *7% | pass -» Program.cs:d4 Invoke
s/ var g = a.Call(a.Brackets2, c); assign - Program.cs:36

58 retum <-

59 a.5ink(d); assign - Program.cs:44

6@ a.5ink(e); // False positivel!l retum<-

61 a.Sink(f); assign - Program.cs:54

. a.5ink( g)f sink -» Program.cs:60 (System.Void)Sink{System.Int32)
63 }
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[Nonnepxka aeneraToB

35
36
37
38
39
48
41
42
43
44

46

private int Bracketsi(int a) {

return a;

private int Brackets2(int a) {
return Filter(a);

private int Call(Brackets brackets, int v) {
return brackets(v);

}

static void Main(string[] Yy {
Program a = new Program();
var b = a.A;
var ¢ = a.Filter(b);
var d = a.Call{a.Bracketsl, b);
var e = a.Call(a.Brackets2, b);
var f = a.Call(a.Bracketsl, c);
var g = a.Call(a.Brackets2, c);
a.sink(e); // False positive!!!

a.5ink(g):

@, void Program.Sink(int a)

Tainted sink

source - Program.cs:50

pass -> Program.cs:54 (System.Int32)Call(TaintTrackingTests.Brackets, System.Int32)
pass -> Program.cs:44 Invoke

assign - Program.cs:36

return <-

assign - Program.cs:44

return <-

assign - Program.cs:54

sink -> Program.cs:60 (System.Void)Sink{System.Int32)
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ﬂpOI/IBBO,D'I/ITeJ'I bHOCTb

Bpewms BbigeneHHas
Mpoex Knaccos | Meropos B:I‘IOJ‘IHGHVIFI (c) | namsaTs (I6)
Mono 21013 192745 21+ 0.5 ~ 4.2
EventStore | 3828 22796 2.7+0.1 ~ 0.49
OpenRA 2767 15451 23+0.1 ~ 0.4
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Toru

@ Peanuszosan NHCTPYMEHT, I'IO3BOJ'I$HOLIJ,VIM 3a4aBaTb NpaBuWJia aHann3a
npn NOMOLWN Mara3nHHbIX aBTOMATOB

@ Ero pabota npoTecTupoBaHa Ha ABYX pa3fiMuHbIX BUAAX aHAAN3a C
unTerpauueii 8 ReSharper

Wnest Hoxkun (JetBrains Research) Cratuyeckuii ananus va CFL-r 14 Hosbps 2019 13 /14



Cebuikn:
@ WcxogHblii kog:
» https://github.com/JetBrains-Research/CoFRA

KoHTakThbI:
o Mnbst Hoxkuh:
» nozhkin.ii@gmail.com
o Cemén lpuropbes:

> s.v.grigoriev@spbu.ru
» semen.grigorev@jetbrains.com
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