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O NNabopatopumn Kacnepckoro

https://vc.ru/special/kaspersky

YEM 3AHUMAEMCHA

3awmiiaem naHHble
MHBecTMpyem B cTapTanbl
Pa3spabaTbiBaeM 3aluTy

INSl «YMHbIX» YCTPOWUCTB

[ IpoBOAUM OBpa3oBaTebHbIE
Mporpammbi

400 MJ1H

NOJZIb3OBATEJIEN

3800 @

COTPYAHUKOB | niimwpos

MMMNNAHTUPOBAJH
CEBE B PYKY BMOYMI

35 OPNCOB 600

no BCEMY MUPY MATEHTOB

270 TbICHAY

KOPINOPATUBHDIX KJIMEHTOB
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https://vc.ru/special/kaspersky

O npoaykTte Kaspersky Endpoint Security

AnanTnBHagA cTpaTerust 3aluTbl

JKCnepTHan aHanMTHKa

TecTipoBaHWe

AYOWT BE3I0ONACHOCTH
YA Ha NMPOHWKHOBEHWE OTYETHl

Moptan OTueTH 06
Threat Intelligence APT-yrposax
AHANMTUKA ¥TPO3
MalwWHHOE
oByUYeHHe \
ﬁ%‘:}
YTMPABNEHKWE
MHUWOEHTAMM

O6HapyHEHWe aTaK Ha paBoyne MecTa
W PEarMpOBaHME HA HKX

AHanw3 epenoHocHoro Mo
LndpoBan KpUMUHANWMCTHKS

PearvpopaHue
Ha WHLMOEHTEI

PaclmnpeHHan
TeXNoA0SpHKa

¢ PperTUBHbIE KOHTPMEpPhI

https://www.kaspersky.ru/enterprise-security/endpoint

KacToMuavpoBaHHbIE

YecuneHue 3almrhl

] JawMTa BCTpaneaemelx  MoOBLILLEHWE MNpodeccHoHantHole
FHC :7 ',; m M cneTem OCBSAOMMNEHHOCTH  CepBMChl
= | i I
5 JawmpmTa O6navyHas
gf - h‘}‘ pasouMy MecT 3alMTE
./
CHWMMEHME PUCKA
\
ﬁ Bonblwwe gaHHbIe!
HuMachine™ AHANUTHKS
®
e NOCTOAHHBIA
MOHWUTOPWMHI
Kaspersky Anti Targeted Kaspersky
Attack Platform Managed Protection
MoTokW DaHHL  O6HapYMeHWe  OTJYeTsl 06 CHHapyHEHWe aTaK Ha

06 yrposax LeneBbix aTak APT-yrposax  pabouve MecTa

H pearMpoBaHHe Ha HHX
MHoroeekTOpHOE

obHapyMeHHe

KASPERJKY
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https://www.kaspersky.ru/enterprise-security/endpoint

Disclaimer

BCE MNEPCOHAXU ABNAIOTCA BbIMbILUJIEHHBIMA
7
NNIOBOE COBIMNAOEHUE C PEAJIBHO XUBYLUUMU
Uiin
KOrOA-NMNB0 XUBLUMMU NIOAbMU CIYYAUHO

©
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Disclaimer

T.E.

BCE PEAJIbHbIE UMEHA 3AMEHEHDI
HA BbIMbILWWJIEHHbIE

BCE LUN®PPbI - HE PEAJIbHbIE

KASPERIKYS



O yem peub?

PEYb NOUOET O TOM,
YTO Mbl
ABTOMATU3UPYEM B
NMPOEKTHOWU PABOTE,
BCE TE LWUTYKW, NMPU
KOTOPbIE OBbIYHO
BCMNOMUHAKOT B
NOCNEOHKOK OYEPEODb

KASPERIKYS



OCHOBHO€ orpaHn4vyeHue

«X0oTnTE ObITb NEPBLIMU —
noenavte ceoe. Begyuine
BEHAOOPbLI HATAMMBAIOT YYy>KOW
busHec Ha CBOU peLleHns, a
caMy XXMBYT HEMHOIO MHa4e...»

KASPERJKY$



OcHoOBHas npges

[NoyeMy MblI MeaneHHO Aenaem
CBOIO paboTy?

 MeArieHHo paboTtaem?

* MJIOXO paboTtaem?

« HET

e Mbl He MOHUMaeM, YTo genaThb B
nepBylo oyepeab

*  Mbl HEe BUAUM KapTUHY B LIeJIOM

 Mbl CJENbI

KASPERJKY$



Disclaimer

Y HAC HE BbIJ10 LUENU
NMOBTOPUTb HAPABOTKM
OPYITMX KOMMAHUN

Y HAC BbIJIA UENb
OBJIEM4UTb NPOEKTHYIO
PABOTY CEBE C YYETOM

CBOEW CMNELUNDUKHU

N O3TA PABOTA BCE ELLIE B
MPOLIECCE

KASPERIKYS



TOI-3 BonpocoB

* TFS — Hawe BCe U MHOXeCTBO pa3HOPOAOHbLIX CUCTEM
 PaccTtaHoBKa NpUOpPUTETOB U YNpaBnAeMoOCTb
« Gamification

KASPERIKYS



TFS — HALUE BCE

B TFS otcyTcTBYET BO3MOXHOCTE rMOKON BU3yanu3aumm NPOEKTHbIX AaHHbIX g
HeT BO3MOXHOCTN TMBKO HAaCTPOUTbL TAMMUHIU (CKOSTbKO BPEMEHW, B CPEAHEM BOPKZd e TeX UIIN UHbIX COCTOSAHMSAX, Lead
CTaH

Time, Cycle Time, Velocity — yactniHo ectb B VSTS, HO He B TFS)

[ns 6onbLlmnx NpoekToB, ecnn y Hac 6orbLive Boidopku (+10 00Q o THas BbIrpyska B Excel gna noctpoeHna bornee
CNOXHbIX rpadpukoB 1 3aBUCMMOCTEN ByaeT 3aHuMaTb y TPOEHHbIe KOHTPOSbl TES TOXe He cnpaBnsTcs

[10BOSIEHO CMOXHO OTCrEeXuBaTb Nporpecc, P CNW OHW PacnosioXXeHbl BHYTPU O4HOMO
TeamProject
Ecnun Heobxoanmo pabot pas ct, TO Ta e BbIrpy3Ka ou BO3 HOCTW, a CTaHAapTHble cpeacTea
TES orpaH OMX BO3MOXHOCTAX
pe an HWe AaHHbIX MO penn3am npoLusbl e npeg NAc\l BO3MOXHbIM (shift date)
no c HbIM MpaBusiam OTCYTCTBYHOT
CnoxHo ncndrb30 AaHHbIE U3 CTOPOHHMU T0) nb3yeTcs bullseye BMmecTo cTaHgapTHOro code coverage ot microsoft

(NpuxoanTCs BCTpamBaTb AOMONMHUTENbHBIE CTRRAHU Popabl TFS, 4TO He Bceraa yaooHO)

T KM naparnneribHbIM Npo

HeT BO3MOXHOCTW LIEHTPan1M30BaHHOrO OTOOpaYHUA MHEEBPMAaLMKN U3 reTepOoreHHon cpeabl (TYT U MHPPACTPYKTYpa, U NPOEKT, 1 pa3paboTka, u
aHanus, u TeCTMPOBaHME, N MHOIO YEro eLle)

BnoxeHHble BbIOopkK, (aHanor Join) B SQL cnmwkom CroXxHbl Ans HAaTUBHOIo ncnornb3oBaHus B TFS, a 3a4acTyto HEBO3MOXHbI, B pe3ynbraTe
npuxoauTcs pas3buBaTtb BM3yanu3auunio Ha HECKOIbLKO YacTew.

n T.0.
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NNIOCKYTHOE OAEANO
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OAPYrmmMmu CiliOBAMMU

TFS - 910 6a3a gaHHbIX, B KOTOPOM MHOIO YTO €CTb, HO OHa obnagaeT BecbMa
CKYOHbIMW BCTPOEHHbLIMW cpeacTBaMmu paboTbl C MMeIoLLIENCS MHOpMaLINEN

Pagom ¢ TFS nexxnt MHoro gpyriux 6as gaHHbIX, B KOTOPbIX TOXE MHOIO NHTEPECHOM
MHdoopmaumnm

BcTpoeHHble B TFS gawbopabl He Bcerga cnacaroT

A cywiecrtBypLine Ha pblHKE pelleHnA CIIMwKoM Ooporun

KASPERIKYS



Mbl 4YeCTHO NbiTanuchb

here could be an error in the query. Review

the guery. TF5.WebApi.Exception: V5402395:

he daily number of work items returned

exceeds the trend chart size lim

: -Ia-l: : -... ¥ L -'-._| -:l I'
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GRAFANA

YTO TAKOE GRAFANA?

— MakeT Ang Budyanu3aunu gaHHbIX MOHUTOPUHIa
NHAPACTPYKTYpbI

Kakas pasHuua, 4to Bu3yanusunposatb? Mbl ee
npucnocodunu K BU3yanmsaunmn NPOeKTHbIX AaHHbIX

CTEK TEXHONOIUN

« Grafana — rpaduyeckasi obonodyka, padoTatoLas ¢
AaHHbIMK 13 Graphite 4nst NOCTPOEHUsI KpacuBbIX
Aawbopaos ¢ rpadukammn B pearibHOM BpeMeHU

rc c I |G * Graphite — moaynb 06paboTku cTaT. AaHHbIX U

NOCTPOEHUS rpadnKoB

« Carbon — NPUHUMaET JaHHbIE N 3alnncCbiBaeT UX Ha OANCK
C ucnonb3oBaHMeM D3kaHOa XpaHuruiia

* PostgreSQL + MS SQL

« Apache

* C# cuHxpoHusartop TFS -> Graphite
KASPERIKYS



TPEBOBAHUA => PASPABOTKA => TECTUPOBAHUE => MOAOAOEPXKA

Changed for release All Changed workitem types All Changed element types All
Unibgue users KSH statistics Actiee users by rolease Actree users
’—“\J/—— — = i T
mh-ﬁ-
Prognosis by releases shifted by 12 mooths from 1oday
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MEHEOXEPY XO3FI ETKY
PACCTAHOBKA NMPUOPUTE *gM CTb

«  ABTOMaTM3NPOBAHHbLIN MOHUTOPWUHT 3a SL bTLWIKOB n
TECTUPOBLLNKOB, a TaK Xe KpI/ITeE‘

* PerynapHas HOTUGWK b ®
““M npou,ecg Pen

I/I aHaJ'II/I e

...

. OTCJ‘IG)KVIBa

anneano CKOIMbKUX PENN30B B NapaleribHbIX

|/|Tep WP%HHX npoekTos B TFS Ha “Tepa“““’
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TASK LIST (UTL)

YTO TAKOE UTL?

CTEK TEXHONOIUN

KASPERIKYS



sl Ultimate Task List

Iteration Cuality | ; E (&} FrocessViolation | ¥E5)  History Viewer [E TimeShest Viewsr

Project Mame #  Cuery Name 4 | Cuery Path “ [emsCount © Cheery Color

[MINT] MSA bugs

[MNT) Ctther Bugs

4 Priority

Developer % v % GroupTest v «  Priority W | 5 ity % State
HER:] 3 - Madium Pra posed

2 [-OTHER-] Core Manager [-CTHER-] 2 3 - Meadum Fasoheed Core Manager
- ________________ || || ‘[ 1. | 11|11 I /}§




sl Utimate Task List ] x
[E  uery Manager 11 Weration Quality " Meration Planning | || Requirements &) ProcessWiolation | Y5} History Viewer [E  TimeSheet Viewer | (L) Wiorking Hours Useful Links {}  Settings
Selected Heration 0.04.2018 - 17.04.2008 | | 2 Refresh
Metres

Developer's Metrics

Group: | [-PRODUCT ONLY-)
Mtrics Metric value Detuls Success Factor  Description
P1 Bugs 1 =0 Count of active pl bugs, creasted before 14:00 last Fricay of current iteration [13.04.2015] at the end of the teration [18.04.2018]
P2 Bugs 67% >=80% Percentage of active P2 bugs at 14:00 Last Fridey before previows iteration [16.03.2018] « active P2 bugs created in previous iteration
Uz Stany 100% *=T75% Percentage of completed user stones at the end of the iberation [18.04.2018]
Task 4T% »=T5% Percentage of completed tasks a2 the end of the Reraticn [18.04.2018]
Maintenance: 2% = 90% Percentage of non-overdue maintenance bugs to all maintenance bugs, at the end of the iteration [18.04.2018]
[DEV SLMCCESS) FAIL s 4

Tester's Metrics

Group: [-PRODICT OMLY-)
Mdetrics: Metng Value Sutoels Factor Descnphon
Tester's UserStony 96% »=80% Percentage of resoboed user stories ot 14:00 |ast Fridey before previous iteration [16,03.2018] + user stores resabeed in previous iberstion
Tester's Resoboed F1 Bugs | 100% »= B0 % Percentage of p1 bugs, resobved during the iteration [18.04.2018] and closed within 2 days
Tester's Resobved P2 Bugs | 98% »m 95% Percentage of recobeed P2 bugs at 1400 last Friday before previous teration [16.03.2018] + P2 bugs resobaed in presious iteration
[TST SUCCESS] 2.4 (s 4

Cammon Metncs

Metrics: Mletric Value Details Suocess Factor Description
Completed Build O QK Completed build at the end of the iteration [18.04.2018]
Smoke Results % *=00% Smoke test results for the completed build
[ITERATION SUCCESS) FAIL oK

Wetnc-Felabed Wodidiems

Diraq & £o sader hene b group by that oo T Excel

Metnic W sty W« Type W Id i Tithe o % OwmerGroup W Owmer ¢ W Prorty W W Sewerity Sate W W | dssgnedio o % SubState
P1 Bugs True Bug 255a2EY L7 1 3 = Medium Active Froposed
I PaBugs Trae S 452450 R E 3 - Megium Active Proposed
P2 Bugt Trae £ ] 2AT0E08 A 2 3 - Megium Antive Progases
L P2 Bugs True Bug LATRIET [ 2 5 - Medium Active Proposed
5 P2Bugs Trae g 201067 A 2 3 - Megium Active Proposec
P2 Bugs Trae Lt ] AT g4 Fl 3 - Megium Agtive Progases
T P2 Bugs Trae Bug FLrnal. ] LY 2 ¥ - Medium Active Proposed
5 R R Trus Famn 2527491 s 2 1 - Ml ArTive Frenncsil



wll Ultimate Task List - X
E| Query Manager /1 Iteration Quality éj Iteration Planning E Requirements Q" Process Violation {9 History Viewer [E| TimeSheet Viewer C'-) Working Hours Useful Links Settings
Selected lteration: [16.05.2018 - 29.05.2018] Corp-KES\10 SP2ZMR3\Phase_1\lteration_10; Corp-KES\11.T\Iteration_9; Corp-KES\Web Consaolelw1.0\lteration 9 =
Group: {[FALL] vl
Summary @ Planned @ Unplanned Bugs processed
Group Focus (%) &0

Group Bug Focus (%) 20

Planned vs. Fact Remaining Timeline

Key L% « | Capacity £ W «  Rate £ W «  BugFocus % £ W « | TimeForBugs £ w « Focus % E W « FocusedCapacty £ W «  Planned Time £ ¥ « | Planned Time, % E v « | Timeleft £ 7 « | Timeleft % £ ¥ « | FactTime E W «
5 Sum = 2408h.  Sum = 31.5h. Sum = 593.6h. Sum = 1332.8h Sum = 647.5h. Sum = 685.3h. Sum = 982.85h
Awg = 301h, | Avg = 3.04h, Avg = 74.2h. Avg = 166.6h, Avg = 80.94h, Avg = 85.66h. Avg = 122.86h
BAV 240 3 40% 56 4% 56 80 83% 16 17% 162
z  DEM 320 4 20% 64 60% 1592 0 0% 192 100% 176.6
: FED 160 2 20% 32 60% 96 55 57% 41 43% 71
4  GLE 572 .5 20% 1144 60% 343.2 198.5 58% 1447 42% 0
5 IKA 320 4 40% 128 40% 128 16 13% 112 88% 17
5 KAR 276 3.5 20% 55.2 60% 165.6 5 3% 160.6 7% 7
7| MOL 208 3 20% 41.6 60% 1248 99 T9% 25.8 21% 140
5 S0M 312 4.5 20% 62.4 60% 187.2 194 104% -6.8 4% 25525
i r -
=) J Capacity
[ Task
Capacity I User Story
[ Change Request
[JBugs
Wsick
[ Vacation
[ JExtra
Planned
Fact
-
Oh. 500h. 1000h. 1500h. 2000h. 2500h.
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§ Ultimate Task List

-_ M . - 1 e - =
Qu anager Iteration Quality Iteratinn Planning | lequirements ¥  FProcess Vielation History Viewsr s TimeShest Viewer Working Hours Useful Links Setti
oy L ings

Corp-RESLT0 SPEMARPhase 1hterabon 10 Corp-KES 1. Tlerabon_ S Corp-KES'\Welb Corsale'w 1.0 eraban B
= Relreth

selecled leratian [16052075 - 2905.2018)
Group [-ALL-]

STy Planried Unplarned Bugs processed

Group Foous (Sl

Group Bug Foous ()

Plarmed vs Fact Rermnaining iimselhne
b
— -
1354 A%
User Stan
Change Request

Bugs

& Capacity

B Fact

11600

65,3018 Tasa01s - - - - - - - = -
05.20 20052018 5.2008 52048 . )
. ££00.2018 £200.2078 £FH0.2008
F
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Game Of Bugs (STAXANOVETYS)

T@®P DEVELOPERS T®P TESTERS RULES
[AXANODOVETS HISTORY
T®P DEV TEAMS T®P TEST TEAMS REWARDS
Top Developer Top Tester
CENSORED CENSORED

19630 Exp 7340 Exp

’ l )\‘ ly f/;A)y
I, | I, |
Top Development Team Top Test Team
DEM
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Type
DEV
DEV
DEV
DEV
DEV
Ay
DEV
TST
TST
TST
TST
DEV
TST
DEV
TST
DEV
TST

Name

Fixed

Deferred

Resolved

Closed

ToPDK

ChangedAssigned
ChangedGroup

Created
VerifiedClosedFixedDeferred
VerifiedClosedOther
VerifiedReopened
RequirementResolved
RequirementClosed
UserStoryResolved
UserStoryClosed
ChangeRequestResolved
ChangeRequestClosed

Game Of Bugs (STAXANOVETYS)

Table of actions

Description

Bug was fixed

Bug was deferred

Bug was resolved with other reason

Bug was closed

Bug was assgined to PDK

Bug was reassigned to other person in current group
Bug was reassigned to other person in other group
Bug was created

Bug was verified and closed as fixed or deferred
Bug was verified and closed with other reason

Bug was fixed but then reactivated

Requirement was resolved

Requirement was closed

User Story was resolved

Story was closed

Change Request was resolved

Change Request was closed

Exp
100
50
20
20
50
10
20
20
80
10
30
1000
1000
500
500
500
500



Game Of Bugs (STAXANOVETYS)

TOP DEVELOPERS T®P TESTERS
TOPDEV TEAMS  TOP TEST TEAMS

STAXANDVETS

66666

HISTORY

RULES
REWARDS
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Game Of Bugs (STAXANOVETS)

Gained experience between 04/24/2018 and 05/08/2018

3,000

- - .
el _ _ _
2,500
.--""/-,-‘/
2 000 i - * # * ol - - —_—
' P . . . . . . 2., . . .
R / )

o —
| =
.fl 1,500 /
1,000 - -
> /
¥

/
- - - - - - — e §§———
+ * , » + * » — = - ' - "
Apr24 2018 Apr 252018 Apr262018 Apr272018 Apr238 2018 Apr292018 Apr302018 May012018 May02 2018 May03 2018 May 04 2018 May 05 2018 May 06 2018 May 07 2018

& Tester 1 o Tester 2 o Tester 3 & Testerd & Tester5

Detailed experience between 04/24/2018 and 05/08/2018

3,000

2,500

2,000

EiSEI]
m "

1,000 1

Tester 1 Tester 2 Tester 3 Tester 4 Tester 5

M oEv Created B DEV RequirementClosed M DEV UserStoryClosed [l DEV VerifiedClosedFixedDeferred [l DEV VerifiedClosedOther [l Rewards



Game Of Bugs (STAXANOVETS)

Focus Exp

MNT Created 0‘73%’1 DEV Created 17.30%
Rewards 0.00%: |
DEV ChangeRequestClosed 1.83%

-DEV VerifiedClosedOther 9,.38%

DEV UserStoryClosed 20.16%

DEV RequirementClosed 7.33%
MNT VerifiedClosedOther 0.18%—
MNT VerifiedClosedFixedDeferred 0.88%
DEV VerifiedReopened 2.31%

\\

Focus Count

MNT Created 10

DEV ChangeRequestClosed 1

DEV UserStoryClosed 11
DEV RequirementClosed 2

MNT VerifiedClosedOther 57
MNT VerifiedClosedFixedDeferred 3-
DEV VerifiedReopened 21
DEV VerifiedClosedFixedDeferred 136~

DEV Created 236

—-DEV VerifiedClosedOther 256

\-DEV VerifiedClosedFixedDeferred 39.88%
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Alexander Kolesnikov
Maintenance project manager
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